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<Alhanmadi> tinfo

<IAMCANADIANL> -ET. [Remote Flooder] Date:[Tuesday
February 87 2886] Tine:[11:48 am] 0S:[Windous2868]
UpTine:[25mins 28secs] Files:[(np3/8)(exe/877)(npg/e)(a
S£/8) Current-URL:

<AHMET5> -GT. [Remote Flooder] Date:[Tuesday February
87 2886] Time:[11 05 :[Windows2|
UpTine:[26mins Mksecs] Files:[(np3/8)(exe/877)(npg/e)(a
sf/8) Current-URL:[]

<Alhamnadi> tpfast 26 10.0.0.10 23

<AHMETS> [sending (28) packets to (18.8.8.18) on port:

7 @Alhannadi
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(23)]
CIAMCANADIANA> [sending (28) packets to (1
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21 SRC(GetAsyncKey, | SRC(GetAsyncKey,
Exper- Bytes Sent) WriteFile) Keylog. API
T iments || with without with without Activity | Detection
- ZEeTos Zeros Zeros Zeros existence | confidence
L (S1) (S2) (S1) (S2)
El 0.863 0.671 1.000 1.000 No N/A
7 " E2 0.648 0.498 0.967 0.807 No N/A
! ! ! ! ! E31 | 0.500 0.183 0.550 0.172 o Weak
E3.2 | 0423 -0.003 0.928 0.618 ‘es Medium
E4.1 0.506 0.189 0.560 0.089 ‘es Weak
E42 | 0927 0.57 0.957 0.663 ‘es Strong
- ES 0.594 0.499 0.983 0.958 No N/A
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Output mean Mann-Whitney
Experiment | Process | Antigen P-Value
MCAV | MAC | MCAV | MAC
bot 35 0.0978 | 0.057
El IRC 24 0.0625 | 0.0255 | 0.1602* | 0.0202 IRC client's MCAV values (weight = ws3) Bot's MCAV values (weight = ws3)
bot 1329.7 | 04736 | 0.4542 ° =
E21.a IRC 59 0.2881 | 0.0122 | 0.0002 | 0.0002
bot 1206.2 | 0.5441 | 0.3098 3 = B I
IRC 464.9 | 0.5284 | 0.1077 | 0.0089 | 0.0002 i
E2.1b cmd 8.9 0.7889 1 0.0031 | 0.0002 | 0.0002 a O . ] .S -
Notepad | 239.4 | 0.6016 | 0.0726 | 0.0002 | 0.0002 2 . - 8 —_
Wordpad | 268.8 | 0.8286 | 0.0977 | 0.0002 | 0.0002 - — \—‘ : 3
bot 19206.3 | 0.6047 | 0.6038 o - i -
E22a IRC 18 0.3441 | 0.0003 | 0.0002 | 0.0000 - s
emd 08 | 02880 [ 0.0002 | 0.0003 | 0.0000 = l:‘ I =
e bot 5790.5 | 04360 | 0.4346 | ] E1  E2ila E21b E22u E220L E23u E23D e T T T
E22.b IRC 19 0.2772 | 0.0009 | 0.0002 | 0.0000 oxporimonts E1 E21a E21b E22a E22b E23a E23b
bot 41456 | 0.8218 | 0.8214 erperiments
E2.3.a TIRC 20.5 0.5480 | 0.0003 | 0.0002 | 0.0000
bot 22446 /0,959 0.9461
IRC 50.1 0.7802 } 0.0021 | 0.0000 | 0.0002
E2.3.b cmd 9.7 0.6300 || 0.0003 | 0.0002 | 0.0002
Notepad 23.1 1.0000 | 0.0010 | 0.0001 | 0.0002
—— Wordpad | 233.6 O,SBO}/ 0.0090 | 0.0002 | 0.0002 gy r —— ey
A' | Nottingham 1 r’ﬁa A' | Nottingham 1 r’ﬁa
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