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Autonomic computing for pervasive ICT 
— a whole-system perspective

M Shackleton, F Saffre, R Tateson, E Bonsma and C Roadknight

It is unlikely that we can expect to apply traditional centralised management approaches to large-scale pervasive
computing scenarios. Approaches that require manual intervention for system management will similarly not be sustainable
in the context of future deployments considering their scale and their dynamic (or mobile) nature. This situation motivates
the need to apply ‘autonomic’ techniques to system management, where the behaviour of whole systems results from the
inherent properties that have been engineered in, i.e. such systems need to be adaptive, reliable and self-managing at the
‘whole system’ level.

In this paper we outline a number of design principles that can be applied to create systems that are autonomic in their
operation. We focus particularly on generating (and analysing) global system behaviour that arises from the carefully
designed interactions of the system components, rather than on the individual behaviour of the components themselves. The
design heuristics that we derive (which are often nature-inspired) are illustrated in the context of a number of examples that
show how the use of the appropriate principles can lead to the inherent global behaviours that we desire. The result is self-
managing, self-repairing systems that can be easily deployed, thus reducing total cost of ownership and increasing overall
system reliability.

1. Introduction
Pervasive ICT [1] heralds a world full of vast numbers of
devices and software entities that are able to
communicate with one another. For devices, the
communication will typically be via wireless networking
technologies such as Wi-Fi, Bluetooth or 3G. A key
challenge to realising the pervasive ICT vision, or at
least to make it a truly useful vision, is the development
of an associated set of technologies that will allow these
underlying components to be assembled in real time, to
provide useful applications and services. Initial progress
towards this goal is proceeding under several initiatives
such as Web Services, GRID computing, and peer-to-
peer (P2P) computing. These areas in fact have many of
the same fundamental underlying concerns in common.

Even if we leave pervasive ICT to one side for a
moment, there is already a recognition that existing ICT
systems are growing in complexity to such an extent
that they are becoming unmanageable [2]. This
complexity stems from the sheer scale of current and
envisaged ICT deployments, the heterogeneity of their
infrastructural components, and the unanticipated
interactions between these components that may lead
to failures or sub-optimal system behaviour. The cost of
the hardware itself continues to fall, but the cost of

trouble-shooting this complexity and fixing the
associated problems is increasingly dominating the total
cost of ownership (TCO) of large ICT deployments. All of
the major IT companies have programmes seeking to
address these underlying issues, but perhaps it is IBM
that has enunciated the issues and its approach to
addressing them most clearly by launching its
‘Autonomic Computing’ initiative [3]. This initiative is
one example of a ‘nature-inspired’ approach in that it
draws inspiration from the human autonomic nervous
system where many functions, such as breathing or
heart rate, are regulated by the system itself without
conscious effort. By analogy, IBM is seeking to create
ICT systems that are more ‘autonomic’ (self-managing)
in the following ways:

• self-configuring — adaptation to IT system changes
such as new nodes becoming available, or going
off-line,

• self-optimising — tuning resources and load
balancing,

• self-protecting — guard against damage from
attacks or failures,

• self-healing — recovery from, or work around,
failed components.
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The manner in which IBM is seeking to achieve its
goal of dealing with system complexity and making
systems which are increasingly autonomic, and thus
significantly reducing the TCO of ICT deployments, is
described in its autonomic computing blueprint [4],
roadmap [5], and associated documents [6]. We agree
that these are important challenges for research in ICT
today, and would go further to assert that the vision of
pervasive ICT could not be realised at the scales
envisaged without the development of these associated
new technologies. In addition, such self-managing
solutions will play an important role in making the
pervasive environment ‘invisible’ so that users need not
become full-time system administrators to their
pervasive home environment and devices.

This paper presents four example systems that
between them exhibit behaviour and associated
engineering approaches that cover each of the self-
managing characteristics listed above. We introduce
these example systems for two reasons.

Firstly, they tackle problems with real-world
relevance that begin to highlight design heuristics/
principles that have proved useful to realising
autonomic and adaptive solutions. We expect that this
class of approach to designing autonomic solutions will
similarly prove useful in tackling other problems and
will, after further refinement, become part of
mainstream ICT system design methodologies in the
future.

Secondly, the example systems highlight the
importance of certain approaches to design that are not
yet very well addressed by the existing autonomic
computing initiative (or associated research). However,
we expect they will prove to be important to realising
future robust, large-scale and self-managing ICT
deployments. In particular, these approaches to system
design seek to tackle the relative importance of the
interactions between components on the overall whole-
system (or global) behaviour. This is illustrated in Fig 1.

Fig 1 A view of how components within a complex system 
interact to produce overall global behaviour. The diagram also 
shows how the design can be iteratively refined, by observing 

global behaviour and tuning local rules accordingly, with ‘complex 
systems analysis’ playing a useful role in this cycle.

2. Illustrative example systems
The four following examples describe systems that have
successfully tackled real-world problems in the diverse
application domains of mobile networks, network
security, P2P information management, and adaptive
service provision. Referring back to the IBM autonomic
classifications, these examples address problems
involving, respectively, self-optimising resource
allocation, self-protecting security management, a self-
configuring information space, and self-optimising
(load-balanced) service provision. Several of the
examples also exhibit self-healing behaviour, in that
they can cope robustly with individual components/
nodes that fail while maintaining appropriate overall
system-level behaviour.

2.1 ‘Flyphones’ — channel (resource) allocation
The allocation of channels in a mobile telephone
network is one example of a range of problems involving
allocating resources in geographically or logically
dispersed systems. The operator of the mobile network
must decide which base-stations will be permitted to
use which channels. This choice is constrained by the
conflicting desires to provide each base-station with
sufficient channels to meet peak call demand, while
avoiding situations in which the channels in use at
neighbouring base-stations cause interference and
hence low quality of calls.

Channel allocation, in common with most problems
of this type, has traditionally been solved by centralised
optimisation. Information about the network, gathered
over some representative period of time (e.g. one
month), is fed in to an optimisation algorithm such as a
simulated annealer. Simulated annealing, and related
techniques, rely on the idea that an example solution to
the problem can be assigned a ‘score’ based on the
predicted performance of the entire network if this
solution was adopted. By producing a series of subtly
different solutions and comparing their scores, such
algorithms are able to find their way to better solutions.

However, this approach relies on the ability to
accurately model the network such that every proposed
solution can be given a score. In situations where
accurate models are not available, either because
information is unavailable or out-dated, and particularly
if the network is changing rapidly such that good
solutions themselves quickly become useless, it is
desirable to have a dynamic channel allocation strategy
which can provide good performance without global
knowledge.

We have produced such an algorithm by drawing
inspiration from nature. The cells in developing animals
are able to produce a highly detailed and accurate
macro-structure (the adult form of the animal) without
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any global knowledge. The cells rely on interactions with
their immediate and mid-range neighbours to self-
organise. One example is bristle formation in the fruit fly
Drosophila melanogaster. Many cells in the developing
larva have the ability to form bristles, and they send
inhibitory signals to their neighbours indicating that
those neighbours (who may be making such signals of
their own) should not form bristles. This mutually
inhibitory ‘conversation’ continues for a few hours, by
the end of which most cells have abandoned the ability
to make bristles, leaving a few ‘winners’ to go ahead
and produce these structures in the adult fly.

To produce a channel allocation algorithm inspired
by this process requires two steps. Firstly, it is necessary
to sacrifice central control and allow the base-stations
the same level of autonomy enjoyed by the fruit fly cells.
The base-stations can decide for themselves which
channels they will use. Then we provide the base-
stations with the ‘mutual inhibition’ logic (local rules)
for interacting with their neighbours (see Fig 2). Put
simply, each base-station must send signals to its
neighbours attempting to stop them from using its
‘favourite’ channels, and it must respond to such signals
from its neighbours by reducing its ‘preference’ for their
favourite channels. Sometimes there will be a ‘clash’
whereby two base-stations both want a particular
channel, and then just as in the fruit fly, this will be
resolved with one base-station emerging victorious and
the other relinquishing that channel.

The algorithm has been tested in network
simulations of both civilian and military wireless
communications networks spanning the range from
fairly simple to rather complex scenarios [7,8,9]. It
successfully self-configures to provide good solutions to
the global problem. More importantly it brings with it
the ability to continue to function well even in a network
which is losing or gaining nodes, where nodes
themselves may move and hence encounter new
neighbours, and where accurate up-to-date information
about the overall network is not available. In this sense
it is also self-healing. The algorithm also evades scaling
problems since it relies on the elements of the network
to perform their own local decision-making — hence as
the network gets bigger, its processing power increases
exactly in step with this growth.

2.2 ‘ADDICT’ — adaptive response to threat
Network security in general and intrusion detection
(IDS) and response in particular provide another striking
example of a context where the cost and practical
limitations of centralised management become more
evident by the day. The combination of ever-increasing
network speed/capacity with the rapid evolution of new,
more efficient ‘cyber-threats’ (e.g. ultra-fast worms) has
created a very volatile situation. Even if methods for
monitoring network activity are available, it is a fact of
life that data cannot be analysed, tactical decisions
made and defensive measures implemented in time to
contain a developing threat if all these processes are
taking place centrally. 

Of course, pervasive computing, in the form of
enhanced mobility, portability and diversity of
interacting devices, is contributing to make this
situation worse. Seamless connectivity and ubiquitous
access effectively signal the end of any permanent
distinction between secure and insecure network
environments, a phenomenon that has been adequately
named ‘the disappearing perimeter’ [10]. In practice,
unless a third way can be found, we are facing a bleak
alternative between denying services by default (which
goes against the very principles of pervasive ICT and
somewhat defeats its purpose) and leaving our networks
wide open to attack.

Concretely, what is needed is a method to bridge the
gap between a host-based (HIDS) and a network-based
(NIDS) intrusion detection system. The former typically
scales well because every device is in charge of
monitoring its immediate neighbourhood (and so
processing power grows linearly with network size). On
the other hand, it is incapable of recognising suspicious
global activity patterns, because scattered data does
not allow for the distinction between ‘security noise’
(e.g. the odd probing of IP addresses) and a concerted
attack by a malicious entity. The latter is an archetypal

(b)

(c)(a)

Fig 2 (a) The mutual inhibition process which limits the
number of cells adopting the neural ‘bristle-making’ fate. Many
have the potential (grey) but only a few realise that potential
(black) while inhibiting their neighbours (white). (b) The pattern
of bristles that results in the adult fly. (c) A map of East Anglia in
the UK, with the coverage areas of base-stations in a mobile
telephone network shaded as if there were only four frequencies
 to allocate.
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example of the shortcomings of centralised manage-
ment — if infinite processing power was available, NIDS
would in theory be capable of immediately picking up
subtle correlations between events happening
throughout the network and identify a serious threat.
However, in practice, this ideal case is obviously never
realised and so network-based intrusion detection is
usually conducted off-line, which turns it into a
sophisticated forensic tool rather than a real-time
protection system.

We have proposed that a biologically inspired form
of inhibitory signalling between hosts could be used to
overcome both difficulties. In ‘ADDICT’ [11], individual
devices compute an ‘alert level’ on the basis of locally
detectable network activity (equivalent to HIDS), and
then exchange beacon signals with other nodes, which
are effectively a digest of security-relevant information
(i.e. the alert level, but also identity, internal state, etc).
The collected beacons are then used by every member
to update its own alert level x as per equation (1) below: 

where N is the number of perceived devices (sources of
network traffic),  is the number of identifiable/
trusted devices among them, and α and β are tunable
parameters. This creates a feedback loop allowing the
community of peers to rapidly converge toward a state
reflective of the globally perceived threat level (similar
to NIDS).

Once the alert level is mapped on to predefined
security stances (probably involving use of a personal
firewall), ADDICT, which has been called ‘the equivalent
of Seti@Home [12] for network security’, should be
capable of rapid adaptation to changing conditions and
real-time redrawing of the trusted domain boundary.
This dynamic perimeter defence can accurately be
described as an enabler for self-configuring, self-
protecting and self-healing pervasive networks as it
could allow for immediate reaction to security breaches
as they are forming (e.g. aggressive scanning by a rogue
device) and spontaneous containment of the
corresponding threat through isolation of all sources of
suspicious activity.

2.3 ‘SWAN’ — self-organised information 
management

The peer-to-peer (P2P) paradigm fits autonomic
computing very well. P2P infrastructures contain many
nodes, and lack centralised control. There can be large
variations in the capabilities of the peer nodes. They are
typically unreliable, and nodes can join and leave the
system at any time. Despite this, P2P applications can

be built that function reliably, automatically adapt to
changes, optimise their configuration, and can cope
with node failure and malicious attacks. This is made
possible by various P2P technologies. One such
technology is the small world adaptive network (SWAN)
[13]. It is a distributed look-up system for P2P networks
that can be used to find out the address of a node, given
the key under which it is published. Nodes here can be
anything that can be accessed through an underlying
communications network, including computers,
documents, services and users. An important property
of SWAN is that it is fully decentralised. This is done to
make the system robust to failure and to ensure that the
load is shared fairly across all computing nodes that
contribute and participate in the look-up system.

SWAN is able to provide look-up functionality
without resorting to centralised tables by letting nodes
self-organise into a virtual network. Each node simply
maintains a limited number of links to other nodes in
the network. These links are used for handling look-up
queries. For each incoming query, a node examines its
links to find the node with a key that is closest to that of
the target query. It then forwards the query to this
neighbouring node, unless its own key is actually closer
to the query. In the latter case, the receiving node
replies with its own address. So each node uses only
simple, local rules for handling incoming queries.

Whether or not queries can be successfully answered
this way, and the number of messages that are on
average required per query, depends on the links that
the nodes maintain. SWAN is engineered so that nodes
self-organise into a network that meets specific
properties. When these properties are met, queries are
guaranteed to succeed and the number of messages
that are required scales well with the total number of
nodes.

More specifically, nodes self-organise into a ‘small
world network’ [14]. Each node maintains a limited
number of short-range links to nodes with different but
similar keys. These links ensure that all nodes can be
found. If, however, only these links were used, the
number of messages that is needed does not scale well.
Therefore, nodes also maintain a fixed number of long-
range links to nodes with keys that differ more.
Although these links are randomly chosen, the random
process is designed such that the long-range links meet
the distribution of lengths that is recommended by
Kleinberg, which he mathematically proves to be
optimal [15, 16]. This way, the number of messages
required to find a node is proportional to (log N)2, where
N is the total number of nodes.

The SWAN system illustrates that a good way to
build a decentralised system is to base it on a solid
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theoretical foundation. In this case Kleinberg’s
theoretical work showed what the global properties of
the small world network needed to be for nodes to
effectively route queries using only local knowledge.
Obviously, engineering the system may still involve
tackling difficult issues. In the case of SWAN, for
instance, the question of how nodes can self-organise
into a network with the desired global properties, using
only local knowledge and interactions, still has to be
solved.

2.4 ‘Bacterial plasmids’ — adaptive service 
provision on an active network

Data networks are continually growing and changing.
Management and control of these networks will also
need to change if they are to deliver an acceptable
quality of service. External human control becomes
untenable in most envisaged scenarios, especially if the
network becomes more ‘active’. Positioning the right
active software in the right place at the right time is a
combinatorially explosive problem. 

We have proposed and tested a scalable solution to
adaptive management of active service networks [17,
18] which suggests that a bacterium-inspired software
distribution algorithm is well suited to the task. The
approach treats mobile software and associated
execution constraints as bacterial RNA (ribonucleic acid)
and the execution environment in which it is run as the
bacteria itself. The ‘RNA’ decides how suited the
bacterium is to its current location. So if the code is
profitable, sections of the RNA (plasmids) spread
around the network in search of further profitable
locations. Alternatively, if the code is unused or
unprofitable its fitness declines until it is replaced or
modified by RNA from a more successful organism.
Figure 3 shows a possible future environment where
active code inhabits a network of dynamic proxy servers.
Requests for the services that the software provides are
handled if the code is present and the subjective criteria
(busyness, queue lengths, cost, price, etc) are matched.
The combination of code present on the device and the
subjective criteria for use of this code amounts to the
RNA of the node.

Mimicking the unmatched haste of bacterial
evolution gives the network the required adaptability,
while its distributed nature is inherently more robust
than a centralised management approach. Genetic
diversity is created in at least two ways, namely
mutation and plasmid migration. Mutation involves the
random alteration of just one value in a single rule.
Plasmid migration involves genes from healthy
individuals being shed or replicated into the
environment and subsequently being absorbed into the
genetic material of less healthy individuals. This intra-

generation (bacterial) evolution adds a level of short
term adaptation over the longer term inter-generation
(Darwinian) evolution. 

As load balancing and the distribution of new
software are implicit parts of the reproductive and
evolutionary nature of the algorithm, it is no surprise
that these functions are performed so readily [17].
More complex functionality, such as allowing some
varied quality of service, some payment-based security
and the ability to handle realistic traffic streams, were
also demonstrated [18].

Fig 3 Future ‘active’ network model. Dynamic proxy server 
nodes with active code have a bar, those without are empty. In-
coming requests (a,b,c,d) are routed to the nearest live node by 

an underlying transport network. 

While external management is not required, it is
supported in the guise of injectable policies. Active
software can be manually placed on the network, with
associated policies for its use; its adoption and
proliferation will depend on user behaviour and this
initial placement. The configuration can also be
manually modified by injecting new fitness functions,
e.g. instating a fitness function that gives no reward for
running software would soon purge the network. This
combination of ‘hands-off’ management with simple
methods to enable intervention is a key requirement for
the adoption of autonomic solutions, as it supports
policy-driven management.

3. Discussion of example systems
The example systems discussed above cover a wide
range of application and problem domains. However,
each example exhibits one or more of the ‘autonomic’
self-managing characteristics — self-configuring, self-
optimising, self-protecting and/or self-healing. We will
now consider certain common features that are
highlighted by the examples that may prove useful as
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design heuristics for the creation of future autonomic
ICT systems. It is probably worth noting that autonomic
computing defines a series of maturity levels [19] —
basic, managed, predictive, adaptive, autonomic. The
examples we have described should best be considered
as ‘adaptive’ (i.e. ‘takes action itself based on the
situation’) or possibly fully ‘autonomic’ (i.e. policy-
driven system activities, such as resource allocation).

Clearly the autonomic computing initiative is
biologically inspired in origin, in that it explicitly refers
to (and aspires to mimic) the characteristics of the
human autonomic nervous system. This natural system
regulates many bodily functions in humans, such as
heart rate. It is worth noting that three out of the four
examples given earlier are themselves ‘nature-inspired
systems’ (NISs). In fact, we have found nature to be a
rich source of design principles for robust and
decentralised architectures [20]. By looking at
analogous natural systems that exhibit desirable
properties, we can often gain insights into how artificial
systems may be constructed that exhibit similar
properties. For example, the mammalian immune
system has been used as inspiration to devise novel self-
protecting mechanisms for computational systems [21].
However, it is also possible to use analogous design
heuristics regardless of a specific natural analogy, as
was done for the design of the ‘SWAN’ information
management example described earlier.

So what design heuristics might we draw from the
examples we have given? We suggest that the following
are some key principles:

• local rules — wherever possible use local rules and
decision making to achieve overall behaviour,

• interactions — by combining local decision-making
with carefully crafted interactions between
neighbourhood nodes/entities, the desired global
behaviour can often be achieved,

• positive and negative feedback — in the same way
that biological systems make extensive use of
feedback to control processes and achieve robust
design of structure and behaviour, similar principles
can be used in artificial systems, e.g. Flyphones and
ADDICT use inhibitory signalling,

• decentralised solutions — often a given problem is
in essence a decentralised problem (cf Flyphones),
where a decentralised solution may be well
matched, since, in addition, nodes in a
decentralised system often ‘bring their own
resources’ which can help provide a scalable
solution,

• engineered-in behaviour versus explicit external
control — where possible, it is preferable to
embody some management within the system
itself, as policy-based management is still
appropriate and possible via tuning parameters and
via the system’s in-built adaptability,

• complex systems — the analysis tools of complex
systems research are likely to prove increasingly
important, e.g. this approach helped with the
design of the SWAN system.

These design heuristics are already useful for
creating autonomic solutions, as can be seen from the
example systems discussed earlier. We can speculate
that it may be possible to begin to formalise such
heuristics as design patterns [22] for pervasive ICT
systems in the future.

In fact, some well-known existing systems make use
of a number of these principles, whether implicitly or
explicitly. For example, peer-to-peer systems (such as
KaZaA) create a decentralised architecture that makes
use of local rules and neighbourhood interactions to
create an autonomic system that is clearly self-healing
and self-protecting.

The IBM Autonomic Computing initiative has a
strong focus on managing the components in a system.
These ‘managed elements’ are controlled through
associated sensors and effectors [23]. We believe that
currently there is insufficient focus on the nature of
interactions between the components. While
‘autonomic manager collaboration’ is explicitly
mentioned in the IBM autonomic computing blueprint
[4], it simply says that the ‘... autonomic managers can
communicate with each other in both peer-to-peer and
hierarchical arrangements’. It notes that the ‘...
autonomic managers for the various contexts will need
to cooperate’ using a ‘matrix management protocol’. In
a pervasive ICT context with many interacting
components, it is unclear how this management will be
effectively resolved.

The research field of complex systems deals
specifically with systems of many interacting
components, and helps explain how overall system
behaviour arises as a result of these interactions. It
offers the potential to allow the behaviour of systems to
be analysed, tuned, and bounded appropriately via
analytical, modelling and simulation-based approaches
and tools. It also highlights that in many cases the
interactions are a greater determinent of global system
behaviour than the individual components themselves.
Complex systems theory can help assess and quantify
the robustness and dependability of solutions, such as
specific network architectures [11]. It can also suggest
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how local rules may be created to achieve the desired
global behaviour (e.g. this approach was used in the
‘SWAN’ example above to engineer an efficient
solution.) We also note that some others have observed
that complex systems theory has a role to play in
realising autonomic systems [24].

Just as for the design of current ICT systems,
designers of autonomic solutions will have to ask
themselves whether there may be some unintended
side-effect or interaction between sub-systems or
components that may lead to failure conditions or
inefficiencies. For these reasons complex systems theory
and modelling tools are likely to prove important in
engineering robust and adaptive solutions in a pervasive
ICT context that by definition includes many interacting
components. The next section discusses this in more
detail.

4. The need for ‘complex systems’ theory 
and modelling

Traditional engineering starts by specifying desirable
system-wide characteristics and then designs/selects
individual components under the assumption that the
whole is only the sum of its parts. In the domain of
pervasive computing this approach is unlikely to deliver
viable solutions due to the scale and complexity of the
overall system. The mobility of participating devices and
diversity of available services adds an additional
dimension to the already arduous problem of managing
large distributed systems. However, despite being
aware of this difficulty, many technologists seem
reluctant to cross the cultural barrier between a proven
and immensely successful paradigm (inherited from the
industrial revolution) and the ‘new’ science of
complexity, which is less well understood by engineers.

Complexity science provides powerful methods for
dealing with probabilistic predictability and describing
systems comprised of individually unpredictable
elements in a rigorous and useful way. Over the last
three decades, it has been extensively demonstrated
that variability in the individual response of its
constituents does not necessarily translate into the
frequency distribution of a system’s states exhibiting a
similar amount of ‘noise’. On the contrary, the huge
number of interactions and the presence of intricate
feedback loops often mean that the system as a whole
can only exist in a limited number of configurations,
despite the largely random behaviour of individual units.
The science of complexity mainly consists of identifying
these configurations, determining their probability of
occurrence, and understanding/characterising transi-
tions between them and trajectories leading to them
(e.g. bifurcation).

The sheer size of a large network comprised of many
thousands of components means that the state of a
pervasive computing environment will virtually always
be the result of an unforeseeable combination of many
events, and so can only be described probabilistically.
While there may be an increased recognition of this
situation, there is a poor awareness of the methods
capable of dealing with it. The heterogeneity of the
underlying infrastructure (in terms of purpose,
capability, and ownership) precludes a centrally
imposed set of rules defining the function and privileges
of every participant. Instead, we must find ways to
engineer autonomic principles, like self-configuration,
into individual elements and their interactions, so as to
allow them to deal with unexpected situations,
requests, combinations of events, etc.

Complex systems theory and modelling can and
must help us understand which macroscopic behaviour
is more or less likely to emerge from the many
interactions between heterogeneous devices. The real
challenge is not to cope with microscopic
unpredictability — the conceptual tools required to
handle its macroscopic effects are readily available. The
difficulty resides in identifying and weighting the factors
involved, so that the purpose of fine-tuning the local
rules is not defeated by the presence of ‘hidden
variables’ capable of pushing the entire system into an
unexpected/undesirable state.

5. Conclusions
The existing trends of ICT systems are already
considered to be unsustainable in the long run [2]. This
is because the complexity and scale of ICT deployments
are outstripping the capabilities of our existing design
tools and manual management practices. The impact is
experienced in the form of increasing total cost of
ownership (TCO) of large ICT deployments, as well as
reliability issues and application down-time. All of the
major IT companies have programmes seeking radical
solutions to these problems, including IBM’s Autonomic
Computing research initiative [6]. As we enter the world
of pervasive ICT, the envisaged scale and complexity
makes ‘autonomic’ self-managing solutions not only
desirable, but essential.

This paper makes explicit a number of design
heuristics that are particularly useful for implementing
‘autonomic solutions’. These principles have been
illustrated in the context of four example systems that
address specific real-world problems in ICT. Note that
three of the four systems are directly nature-inspired,
while the remaining example uses similar design
principles in a ‘fully engineered’ solution. The use of the
appropriate principles leads to efficient solutions with
self-managing properties and real-time adaptive and
resilient behaviour. By implication, this is helping to
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address the issue of reducing the TCO of ICT
deployments, and coping with system complexity.

In addition to presenting design principles that can
be used right now to engineer-in autonomic behaviour,
we also point towards the key role that complex systems
analysis should play in the design of future systems.
Pervasive ICT will have vast numbers of individual
components interacting together in extremely
complicated ways. Complex systems analysis provides
modelling and simulation tools that can provide a link
between the design of the local rules and component
interactions, and the resulting global behaviour of the
whole system.
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