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Abstract The Dendritic Cell Algorithm (DCA) is an immune-inspired algorithm , developed for the
purpose of anomaly detection. The algorithm performs multi-sensor datadsion and correlation which

results in a “context aware' detection system. Previous applicatins of the DCA have included the
detection of potentially malicious port scanning activity, where it has produced high rates of true
positives and low rates of false positives. In this work we aim to comparehe performance of the
DCA and of a Self-Organizing Map (SOM) when applied to the detection d SYN port scans, through

experimental analysis. A SOM is an ideal candidate for comparison as it shas similarities with the

DCA in terms of the data fusion method employed. It is shown that the results of the two systems are
comparable, and both produce false positives for the same processehi3 shows that the DCA can

produce anomaly detection results to the same standard as an establisd technique.

Keywords Dendritic Cell Algorithm  Self-Organizing Map SYN scan detection comparison

1 Introduction

The Dendritic Cell Algorithm (DCA) is an immune-inspired algorithm, which is the latest addition
to a family of algorithms termed Arti cial Immune Systems (AlS). Such systems use abstract models
of particular components of the human immune system to produce systas which perform similar
computational tasks to those seen in the human body. Previous approachedrew inspiration from the
adaptive immune system producing algorithms such as clonal selectiofi4] and negative selection [33].
The negative selection approach has been used extensively in the domadf computer security specif-
ically in the detection of potential intrusions [44]. Such systems ejoyed initial success, but have since
been plagued with problems regarding scalability and the generation of ecessive numbers of false
positive alerts.

Aickelin et al. [1] proposed an alternative which suggests that successful AlS should m®nstructed
using the “danger theory' as inspiration. The danger theory suggests thathe immune system responds
to signals generated by the host cells (i.e. by the tissue) during el stress, ultimately leading to the
targeting of proteins present under the conditions of cell stress.tlis a competing immunological theory,
though it is still widely debated within immunology itself. This t heory is centred around the detection
of “danger signals', which are released as a result of unplanned cell dbata process termednecrosis
Upon the detection of danger signals, the immune system can be activatedn the absence of necrosis,
cells may die in a controlled manner as part of the regulatory processefound within the tissue, in a
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process calledapoptosis Dendritic cells (DCs) are sensitive to both signal types and havethe ability
to stimulate or suppress the adaptive immune system. DCs are the imusion detection agents of the
human immune system, policing the tissue for potential sources of daage in the form of signals and
for potential culprits responsible for the damage in the form of “antigen: Antigens are proteins which
can be “presented' to the adaptive immune system by DCs, and can bahg to pathogens or to the host
itself.

The DCA incorporates danger-based DC biology to form an algorithm that is both truly bio-inspired
and is capable of performing anomaly detection. It is a population based algottim, where multiple
DCs are programmed to process signals and antigen. “Signals' are mapped tontext information, such
as the behaviour of a monitored, e.g. CPU usage or network tra c statistics. “Antigens' are mapped
as potential causes for the changes in behaviour, e.g. the system callsafunning program. The DCA
correlates the antigen and signal information across the population of cellsa produce a consensus
coe cient value which is assessed to determine anomalous antigen.

The DCA has been successfully applied to a subset of intrusion dettion problems, focussing on port
scan detection. Port scans are used to establish network layout and toncover vulnerable computers.
The detection of the scanning phase of an attack can be highly bene cial, asipon its detection the
level of security can be increased across a network in response. TheCB has been applied to both
ping scans and SYN scans in realtime and o ine [27] [25]. The algorithm produed high rates of true
positives and low rates of false positives.

While the performance of the DCA on these problems appears to be goodhtis far no direct
comparison has been performed with another system on the same port scan @&atThe need for a
rigorous comparison is necessary to truly demonstrate the capabilitie®f this algorithm. The signal
processing component housed within the DCA bears some resemblante the function of a neural
network [13]. Given these super cial similarities, the obvious nex-step for the development of the DCA
is to compare its performance to that of a neural network based system,ueh as a Self-Organizing Map
(SOM) [47].

SOM is a clustering method of unsupervised learning where highithensional data is mapped to
a lower dimensional space to create a feature map. This map is constrted from training data and
consists of a series of interconnected nodes. Upon the analysis of thest data, the incoming data items
are matched against nodes in the map with similar characteristics. SOMuses a similar process to a
single-layer neural network to generate the map, and a simple distace metric is used to match the
incoming test data to the most appropriate node. This technique can le used for anomaly detection
as the training data can consist of normal data items, with unclustereddata representing a potential
anomaly. SOM is an excellent choice for comparison as it has a history of applation within computer
security and can be manipulated to use similar input data as used withthe DCA.

The aim of this paper is to compare the DCA with a SOM. To achieve this am the two algorithms
are applied to the detection of an outbound SYN-based port scan using data cdpred from previous
real-time experiments performed with the DCA [25]. The results ofthis comparison indicate that the
DCA and SOM are both equally as e ective at detecting SYN based port scansand appear to make
similar false positive errors. As a baseline a k-means clustering algithm is applied to the signals in
isolation.

This paper is structured as follows. In Section 2, the relevant bacground and context information
is given regarding problems in computer security and how these prokims relate to port scanning in
addition to a summary of current port scanning techniques. In Sectbns 3 and 4, descriptions are given
of the DCA and SOM respectively, including details of their implementations. In Section 5, the two
approaches are compared experimentally. In Section 6 we perform an analgsand comparison between
the two systems based on the obtained results and debate their di eences and similarities, further
validated by a baseline series. In the nal sections we discuss theesults of these comparisons and
present the implications for the future of the DCA.

2 Related Work
2.1 Overview

As this paper encompasses a variety of techniques and concepts, thisction is subdivided into three
parts. Firstly, the problems associated with port scans are describd followed by a description of current
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scan detection techniques. This is followed by the related compwr security work in AlS, including the
development of the DCA and the motivation for its development. This section continues with a brief
overview of the use of various SOM algorithms in computer security.

2.2 Port Scanning and Detection
2.2.1 Introduction to Port Scanning

Insider attacks are one of the most costly and dangerous attacks performed agah computerised
systems, with a large amount of known intrusions of intrusions attributed to internal attackers [6].
This type of intrusion is de ned through the attacker being a legiti mate user of a system who behaves
in an unauthorised manner. Such insider attacks have the potential tocause major disruption given
that a large number of networks do not employinternal rewalling with many security countermeasures
focussing on the detection of external intruders. Insiders fregently know and have access to network
topology information. As insiders operate from within an organisation, this provides them with scope
to abuse a weak link in the security chain, namely the end users. Hamg knowledge and relationships
with other network users brings with it the potential to coerce passwvords from legitimate users for
the purpose of gaining access across multiple machines on a network. Bhinformation can be used to
steal sensitive data, to cause damage to the network or to disguise the édhtity of the true attacker.

Such attacks frequently involve multiple stages. The initial stage & the information gathering stage,
which is followed by monitoring of potential victims, nally involvi ng an intrusion. The information
gathering stage involves scouting the network for potential victim host machines to suit the nature of
the attack. For example, the insider may wish to exploit an FTP service and would therefore search the
network for hosts running FTP. Port scanning is used in the information gathering stage to retrieve
which hosts are currently running on the network, the IP addressesand DNS names of each host,
which “ports' are currently "open’ and named running host services

It is wise for an attacker to understand the network in question, to awid wasting time trying to
exploit machines which are not receptive to an attack. It is pointlessattempting to attack a host which
is no longer connected to the network! While scanners are not an “intrsion' in the classical sense, they
are often a pre-cursor to an actual attack, and evidence of su cient scantng across a network can
suggest that an attack may soon follow [39].

A port is a speci ¢ endpoint on a network, which is a virtual address aspart of a virtual circuit. It is
important to note that a port in this context is an abstract concept, not to be confused with a physical
port such as a serial port. Ports allow for the direct exchange of informatbn between two hosts. It is
similar to a telephone number and is more speci ¢ than an IP address ag provides a direct connection
between two endpoints. Probing a port with a packet leads to informafon on the state of the port and
its host. Ports can be in three states if the scanned host is availablenamely open, closed or Itered.
Port scanning tools such asnmap[17] can be used to send packets to various ports on remote hosts to
gain understanding regarding the status of the scanned host. The type gbacket used to perform such
probes can be one of a number of types, including Internet Control Mesage Protocol (ICMP) ping,
TCP, and UDP. According to Bailey-Lee et al. [4], TCP SYN scans are the most commonly observed
scan, accounting for over half of all scans performed.

Additionally the scans themselves can be performed in a number of dierent ways, varying the
number of hosts scanned, the number of ports scanned, the IP address tlie sender and the rate
at which packets are sent. The combination of the number of hosts (IP addesses) scanned and the
number of ports gives rise to three combinations of scan:

{ Horizontal Scans A wide range of IP addresses are scanned, though only one port per host is
probed. This kind of scan can be used if a particular service is to bexploited, such as an FTP
exploit whose success would depend on nding a host running the pattular version of an FTP
server/client.

{ Vertical Scans. A range of ports are speci ed for a single IP address. This is a scan of argile
host, where multiple services can be searched for. Example usage ofightype of scan includes
characterising a speci c target such as a web server to assess if anymoitable services are currently
running.
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Fig. 1 The TCP/IP packet ow for SYN scans under various conditions.

il

{ Block Scans This is a combination of both types of scan, where multiple ports are pobed across a
range of IP addresses. This search is especially good for uncoverititge topology of a network, for
locating servers, printers, client hosts etc.

A SYN scan, apart from being the most prevalent scan, can be used to reteive a substantial amount
of information regarding the status of a host or a network. SYN scans exploitthe “3-way handshake'
employed by the TCP protocol. The 3-way handshake describes the sEi ¢ manner in which two
endpoints communicate with each other and is the initial step in openng a TCP data stream. For
example two hosts are connected to one another via a switched etheety host A and host B. To initiate
TCP connections between A and B, A sends a TCP SYN (synchronisation) pcket to B. Provided that
B can receive such TCP packets, B sends a SYN/ACK (synchronisation/ackimowledgement) packet to
A in response to the initial SYN request. Host A then replies with ACK packets which are sent until
all data in the transmission stream is transferred. Upon completion, A £nds B a FIN ( nish) packet,
signalling that the data transfer is complete. Port scans based on TCP SYNpackets exploit a aw in
this 3-way connection method.

Instead of completing the 3-way handshake of 'SYN, SYN/ACK, ACK', upon recapt of the
SYN/ACK packet, the scanning host does not send an ACK packet in respons: depending on the
initial response of remote host B depends on how the scanning host betes. The various responses to
SYN requests are depicted in Figure 1.

In the case of a host with an open port, the victim sends the attacker a SYN/ACK packet in
response to the original SYN request. Instead of the attacker respondip back with an ACK packet, a
RST packet is sent instead. This leaves the TCP connection “half op®. As the conversation remains
incomplete, it does not appear in system logs, making the SYN scan stehly. Should the scanned victim
host have no open ports the attacker receives a RST packet. This hower, informs the attacker that a
host is connected to an IP address. If no host is associated with a scaad IP address, the connection
will time out on the attackers machine, or the attacker will receive a \destination unreachable error"
from an interim router or rewall.

2.2.2 Port Scan Detection

Port scan detection components are frequently integrated with commexial intrusion detection systems
such as Snort [62]. The detection method used involves generating an &' upon receiving X' con-
nections within "Y' seconds from host IP addressZ'. There are three problems with this method.
Firstly, the majority of port scanners are equipped with the facility to fake the IP address, often
called spoo ng, of the source machine, renderingZ unreliable. Secondly most scanners allow for the
randomisation of the duration between the sending of individual packes, including slowing the rate of
sending to avoid detection. This makes the detection of the scan dicult if Y is de ned as a constant
value. Finally, should the port scan detector be host based, the perfanance of a detector in response
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to an incoming scan will be impaired for the detection of horizontal scansas only a single connection
is made to each host. This problem can be overcome through the detectioof outbound port scans, as
per extrusion detection [6].

To overcome some of these problems a handful of systems are developesi dedicated port scan
detectors. For example “Spice' developed by Staniforet al. [68] incorporates an anomaly probability
score to dynamically adjust the duration of Y. This is useful for the detection of stealthier scans which
use randomised or slowed rates of scan packets sending. This detectitéechnique is termed reverse
sequential hypothesis testinglt is used to further extent in research performed by Junget al. [39],
where it is combined with a network based approach and is used to ideify potentially malicious
remote hosts in addition to detecting scanning activity.

In our previous research, the DCA is applied to the detection of varios port scans. The DCA is
implemented as a host based system monitor, detecting the performare of an outbound port scan, in
attempt overcome some of the problems with using static time window. Initially the DCA is applied to
the detection of simple ICMP ping scans [29], where the algorithm was et in real-time and produced
high rates of true positives and low rates of false positives.

In addition, DCA is used in the detection of a standard SYN scans, also ina real-time environ-
ment [27]. The results of this study show that the DCA shows promiseas a successful port scan
detector. However the results presented were preliminary and ashie experiments were performed “live'
in real-time, certain sensitivity could not be performed. Therefore, it is necessary to take this investi-
gation further and explore this application with more rigour. The experiments described in this paper
are extension experiments from the SYN scan data used in Greensmitand Aickelin [25].

2.3 Arti cial Immune Systems and Security
2.3.1 Immunity by Design

Numerous computer security approaches are based on the principles ahomaly detection. This tech-
nigue involves producing a pro le of normal host behaviour, with any dgni cant deviation from this
pro le presumed to be malicious or anomalous. Various AIS have been applieas anomaly detection
algorithms within the eld of computer security, given the obvious parallel of ghting computer viruses
with a computer immune system [18]. The research of AlS in security bs extended past the detection
of viruses and has focussed on network intrusion detection [45].

The AIS algorithms used in security are generally based on the princigs of \self-nonself discrimi-
nation". This is an immunological concept that the body has the ability to d iscriminate between self
and nonself (i.e. foreign) protein molecules, termedntigen. The natural mechanism by which the body
learns this discrimination is termed negative selection In this process, self-reactive immune cells are
deleted during a “training period' in embryonic development andinfancy. This results in a tuned popu-
lation of cells, poised to react against any threat which is deemed nonskelThese principles are used to
underpin the supervised negative selection algorithm. Negative sedtion itself is described eloquently
in a number of sources including the work of Hofmeyr and Forrest [32], Jiand Dasgupta [37] and
Balthrop et al. [5].

Following its initial success in the detection of system call anomaks [32], the negative selection
approach was applied to the detection of anomalous network connections [44}here potential problems
with scaling and excessive false positive rates were uncoveredh&se empirical studies suggest that
negative selection might not be a suitable algorithm for use in computer scurity, with these notions
con rmed by the theoretical work performed by Stibor et al. [69]. Further analysis performed by the
same authors has given insights into the theoretical reasons for negativeskection's problems [70], with
more evidence presented recently by Stiboet al. in [71].

2.3.2 The Danger Project: The Missing Link?

The criticisms of negative selection have to some degree overwhedu the positive aspects of its de-
velopment and have in some respect discredited the use of AIS in sgrity [66]. Issues such as scaling
cannot be ignored, especially as anomaly detection is often required tbe performed in real-time. The
theoretical proofs of these problems are evident and duly noted by thevider AIS community [72].The
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question of how to overcome these problems remains at the forefront of A research, focussing on the
incorporation of more advanced immunology.

An interdisciplinary approach is presented by Aickelin et al. [1], developed in 2003 through the Dan-
ger Project. Aickelin et al. believe that some of the problems shown with negative selection approhes
can be attributed to its biological naivety. It is recognised that the negative selection algorithm is
based on a naive model of central tolerance developed in the 1950s [12].

Aickelin et al. propose that through close collaboration with immunologists, computer sciatists
will be able to develop more biologically realistic AIS which could poterially overcome the problems
of false positives and scaling observed with negative selection [1]. EhDCA is developed using this
interdisciplinary approach [26], drawing inspiration from DCs as it is now widely accepted that these
cells are a major control unit in the human immune system.

The Danger Project brought innate immunology in to the AIS spotlight, as the innate immune
system is shown as responsible for the initial pathogen detection [52From this emerged two streams
of research which were based on innate principles, the Dendritic €l Algorithm and the libtissue
system and its related algorithms [73]. The DCA will be explained in déail in Section 3, and is based
on an abstract model of the behaviour of natural DCs. Thelibtissue systemis an innate immune
framework implemented as an API (application programming interface) [75].

2.3.3 Summary

AIS have been used within computer security for over a decade. Bite its initial success, the negative

selection algorithm was not as useful as rst thought due to problems withscaling and the generation

of excessive amounts of false positives. These negative aspects haezib shown both theoretically and

experimentally. To remedy this problem, the research proposed byAickelin et al. [1] developed into

the DCA and the libtissue framework, both of which have shown promise in the areas of port scan
and exploit detection respectively.

2.4 SOM and Security

The Self-Organizing Map algorithm was developed by Teuvo Kohonen more tan two decades ago [46],
yet its success in various elds of science, over the years, surpsss many other neural inspired algo-
rithms to date. The algorithm's strengths lie in a number of important scientic domains. Namely
visualisation, clustering, data processing, reduction and classication. In more speci ¢ terms SOM is
an unsupervised learning algorithm that is based on the competitive larning mechanism with self-
organizing properties. Besides its clustering properties SOM caralso be classed as a method for
multidimensional scaling and projection.

SOM algorithms have been rst applied to computer security applications almost ten years after
the algorithm's inception [19]. The majority of existing research however is limited to anomaly de-
tection, particularly network based intrusion detection [16]. Some wok has been done on host based
anomaly detection using Kohonen's algorithm, however such work is rare3b], which is surprising,
due to the algorithms suitability to handle multidimensional, thus multi-signal data. On numerous
occasions SOM algorithms have been used as a pre-processor to other gutational intelligence tools,
such as Hidden Markov Models (HMM) [11] [10] [43] or Radial Basis Function Netwoks [36]. Compar-
isons of SOM algorithms with other anomaly detection approaches have beengpformed on numerous
occasions in the past. Notably a comparison with HMM [76], AIS [21] [22], traditioral neural net-
works [63] [50] [38] [49] [8], k-means clustering [42] as well as Adaptive Resonartheory [3].

2.4.1 SOM in Intrusion Detection

Besides the above mentioned comparisons of SOM algorithms with variousomputational intelligence
techniques, here we will describe the use of SOM algorithms in areaelated to our comparison or that
could be of interest to the general reader.

A seminal paper on the use of SOM algorithms for intrusion detection was pesented by Ramadas
et al. [59]. Their work employed the original SOM algorithm as a network based anomal detection
module for a larger IDS. Besides being able to monitor all types of netark tra c including SMTP
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protocol (email), the authors state that the SOM algorithm is particular ly suitable to detect bu er-
over ow attacks. However, as with the majority of anomaly detection sysems, the algorithm struggles
to recognise attacks which resemble normal behaviour in addition to bondary case behaviour, giving
rise to false positives.

Bu er over ow [20] attack detection was also tackled by Rhodes [60] usig a multilayer SOM,
monitoring payloads. Bolzoni [9] also looked at payload monitoring using ®M by employing a two-
tier architecture system.

Gonzalez and Dasgupta [21] compared SOM against another AIS algorithm. Their Ra-Valued
Negative Selection algorithm is based on the original Negative Selection algohim proposed by Forrest
et al. [18] with the di erence of using a new representation. The original Ngative Selection algorithm
has been applied to Intrusion Detection problems in the past and has reeived some criticism regarding
its \scaling problems" [44]. Gonzalez and Dasgupta argue that their new repesentation is the key to
avoiding the scaling issues of the original algorithm. Their results Bowed that for their particular
problem the SOM algorithm and their own algorithm were comparable overall

Albarayak et al. [2] proposed a unique way of combining a number of existing SOM approa€is
together in a node based IDS. Their thesis is of automatically determming the most suitable SOM
algorithm for each node within their system. Such a decision can be adbved using heuristic rules that
determine a suitable SOM algorithm based on the nodes environment.

Miller and Inoue [55] suggested using multiple intelligent agents, eat of which contains a SOM on
its own. Such agents combine a signature and anomaly based detection teulque in order to achieve
a collaborative IDS, which is able to improve its detection capabilies with the use of reinforcement
learning.

DeLooze [15] employed an ensemble of SOM networks for the purpose of an IS well as for attack
characterisation. Genetic algorithms were used for attack type generatin, subsequently employed as
part of an IDS that is able to discriminate the type of attack that has occurred.

SOM algorithms have also been used for the analysis of executables. Y§d8] analysed windows
executables by creating maps of EXE les before and after an infection ¥ a virus. Such maps have
been subsequently analysed visually and found to have contained pirns, which can be thought of
as virus masks. The author concludes by stating that such masks can besad in the future for virus
detection in a similar manner to current anti-virus techniques. The di erence being that a single mask
could detect viruses from a whole virus family rather than being ableto nd only a single variant.

Besides the original single network SOM algorithm, the previously desribed newer SOM variations
were employed for various security research scenarios. A number ofapers discuss the advantages of
using multiple or hierarchical SOM networks in contrast to a single retwork SOM. These include the
work of Sarasammaet al. [64], Lichodzijewski et al. [51] and Kayacik et al. [41] [30] who all used
various versions of the Hierarchical SOM or employed multiple SOM neworks for the purpose of
intrusion detection. Kayacik et al. [41] state that the best performance is achieved using a 2-layer
SOM and that their results are by far the best of any unsupervised leaning based IDS to date.

2.4.2 Visualisation using SOM in IDS

Due to the SOM algorithm's capability of visualising multidimension al data in a meaningful way, its use
lends itself ideally to its application in visualising computer security problems. Gonzalezet al. [23] use
this ability to visualise the self non-self space that they use for anmaly detection. This visualisation

presents a clear discrimination of the di erent behaviours of the nonitored system. Hoglundet al. [34]

on the other hand employed visualisation of user behaviour. In their vork various host based signals
were used for monitoring of users. A visual representation was subsegntly presented to administrators

in order for them to be able to make an informed decision in case of unaccegble user behaviour.

3 The Dendritic Cell Algorithm

3.1 Natural DCs

The DCA is based on the observed functions of natural dendritic cells DCs are natural intrusion
detection agents, who monitor the host tissue for evidence of damage. Irhe human body, DCs have a
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dual role, as garbage collectors for tissue debris and as commanders of the adaptimmune system.

DCs belong to the innate immune system, and do not have the adaptive apability of the lymphocytes

of the adaptive immune system. DCs exist in three states of di eremiation, immature, semi-mature

and mature, which determines their exact function [52]. Modulations betweenthe di erent states are
dependent upon the receipt of signals while in the initial or immature state. Signals which indicate
damage cause a transition from immature to mature. Those signals indicatig good health in the
monitored tissue cause a transition from immature to semi mature. Thesignals in question are derived
from numerous sources, including pathogens, from healthy dying ced] from damaged cells and from
in ammation. Each DC has the capability to combine the relative proporti ons of input signals to
produce its own set of output signals. Input signals processed by D€ are categorised based on their
origin:

PAMPs: Pathogenic associated molecular patterns are proteins expresseexclusively by bacteria,
which can be detected by DCs and result in immune activation [56]. Thepresence of PAMPS
usually indicates an anomalous situation.

Danger signals: Signals produced as a result of unplanned necrotic celeath. On damage to a cell,
the chaotic breakdown of internal components form danger signals which acenulate in tissue [53].
DCs are sensitive to changes in danger signal concentration. The preses of danger signals may
or may not indicate an anomalous situation, however the probability of an anomay is higher than
under normal circumstances.

Safe signals: Signals produced via the process of normal cell death, nalm apoptosis. Cells must
apoptose for regulatory reasons, and the tightly controlled process restd in the release of various
signals into the tissue [54]. These “safe signals' result in immuneauppression. The presence of safe
signals almost certainly indicate that no anomalies are present.

In ammation: Various immune-stimulating molecules can be released as result of injury. In amma-
tory signals and the process of in ammation is not enough to stimulate DCs abne, but can amplify
the e ects of the other three categories of signal [67]. It is not possibled say whether an anomaly is
more or less likely if in ammatory signals are present. However, theirpresence ampli es the above
three signals.

Dendritic cells act as natural data fusion agents, producing various oyput signals in response to
the receipt of di ering combinations of input signal. The relative concentration of output signal is
used to determine the exact state of di erentiation, expressed bythe production of two molecules,
namely the mature and semi-mature output signals. During this phase hey are exposed to varying
concentrations of the input signals. Exposure to PAMPs, danger signals andafe signals causes the
increased production ofcostimulatory molecules and a resulting removal from the tissue and migration
to a local lymph node.

DCs translate the signal information received in the tissue into a cotext for antigen presentation,
i.e. the antigen presented in an overall ‘normal' or "anomalous' contextThe antigen collected while in
the immature phase is expressed on the surface of the DC. Whilst inite lymph node, DCs seek out T-
lymphocytes (T-cells) and attempt to bind expressed antigen wih the T-cells variable region receptor.
T-cells with a high enough a nity for the presented antigen are in uen ced by the output signals of
the DC. DCs exposed to predominantly PAMPs and danger signals are termedmature DCs'; they
produce mature output signals, which activate the bound T-cells. Cowersely, if the DC is exposed to
predominantly safe signals the cell is termed semi-mature and antigenare presented in a safe context,
as little damage is evident when the antigen is collected. The balancediween the signals is translated
via the signal processing and correlation ability of these cells. Theverall immune system response is
based on the systemic maturation state average of the whole DC population on aer antigen basis.
An abstract view of this process is presented in Figure 2.

3.2 Algorithm Overview

The purpose of the DCA is to correlate disparate data-streams in the formof antigen and signals and
to label groups of identical antigen as “normal' or "anomalous'. This algorithmis population based
with each “cell' expressed as an “agent’. The DCA is not only a classiation algorithm, it also shares
properties with certain Itering techniques. It provides inf ormation representing how anomalous a group
of antigens are, not simply if a data item is anomalous or not. This is achiegd through correlating
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Fig. 2 An abstract view of DC maturation and signals required for di erentiation w  here cytokines are molec-
ular messengers between immune system cells.

Table 1 Table of cumulative output signals and their associated implications for the DCA.

Output signal Function

CSM signal assessed against a threshold to limit the duration
of DC signal and antigen sampling, based on a
migration threshold

Semi-mature signal terminal state to semi-mature if greater than re-
sultant mature signal value
Mature signal terminal state to mature if greater than resultant

semi-mature signal value

a time-series of input signals with a group of antigen. The signals used arpre-normalised and pre-
categorised data sources, which re ect the behaviour of the systemding monitored. The co-occurrence
of antigen and high/low signal values forms the basis of categorisation for the amgjen data. The primary
components of a DC based algorithm are as follows:

NO O~ WN PP

. Individual DCs with the capability to perform multi-signal proce ssing;

. Antigen collection and presentation;

. Sampling behaviour and state changes;

. A population of DCs and their interactions with signals and antigen;

. Incoming signals and antigen, with signals pre-categorised as PAMP, dangesafe or in ammation;
. Multiple antigen presentation and analysis using “types' of antigen;

. Generation of anomaly coe cient for various di erent types of antigen.

Whilst in the immature state, the DC has three functions, which are performed each time a single

DC is updated, with the exact nature of this processing given in Setion 3.4:

1.

2.
3.

Sample antigen:the DC collects antigen from an external source (in our case, from the “isue’)
and places the antigen in its own antigen storage data structure.

Update input signals:the DC collects values of all input signals present in the signal storage &a.
Calculate interim output signals: at each iteration each DC calculates three temporary output
signal values from the received input signals, with the output values then added to form the cell's
cumulative output signals.

The signal processing used to transform the input to interim outpu signals is shown in Figure 3,

with the implications of each output signal given in Table 1. Costimulatory molecule (CSM) signal is
used to limit the sampling duration of an individual cell. Each cell is assigned a migration threshold
value upon creation. The CSM values are incremented each time a celleceives signal input. Once
the CSM exceeds the cell's migration threshold the cell is remowk from the sampling population for

analysis. Dierent cells sample for di erent durations as each cell 5 assigned a random migration
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PAMP-g, ° CSM-g

/ Semi-mature-Q
Danger-g ‘\ \

e\
Safe-g, @ Mature-o,

W0,2,2
@ Positive Weight

@ Negative Weight Thickness of line ~ Transforming Weight

Fig. 3 A representation of the three calculations performed by each DC, per update cycle, to derive the
cell's outputs through fusing together the signal inputs. Two sample notations fo r the weights are shown. The
in ammation signal (if any) applies to all transformations shown and is the refore not depicted. Details of the
notation are given in Section 3.4.

threshold value (within a range to match the normalised range of the inpu signals). This leads to a
“time-window' e ect which adds robustness to the algorithm, as themigration is signal dependent with
no xed time dependency. During periods where signal values arearge the rate of migration is higher
and therefore tighter coupling is given to the signal and antigen data. Thi e ect is explored in more
detail in Oates et al. [58] where a theoretical analysis is provided.

Upon transition to a matured state, the DCs output signals are assessed téorm the context of all
antigen collected. A higher 'mature’ output signal value results in the assignment of a context value
of 1 to the DC, whereas a higher “semi-mature' output signal value radts in a context value of 0.
All antigen sampled by the DC over its lifetime are output with the assigned context value. Upon
completion of all data processing the mean context in which the antiges are presented is calculated
deriving an anomaly coe cient value per antigen type. Each antigen (sugpect data item) is not unique,
but several identical antigens are sampled. Theanature context antigen value- MCAV, is used to assess
is a particular antigen type is anomalous. The derivation of the MCAV per antigen type is shown in
Equation 1,

MCAV, = Zx (1)
Yx

where MCAV, is the MCAV coe cient for antigen type X, Zx is the number of mature context
antigen presentations for antigen typex and Yy is the total number of antigen presented for antigen
type Xx.

The e ectiveness of the MCAV is dependent upon the use ofantigen types This means that the
input antigens are not unique in value, but belong to a population in themselves. For example, the
ID value of a running program is used to form antigen, with each antigen geneted every time the
program sends an instruction to the low level system. Therefore a papation of antigen is used, linked
to the activity of the program and all bearing the same ID number.

To process signals, antigens and cells the DCA uses two virtual compamnents: tissue and lymph
nodes. The tissue is used as storage for antigens and signals and the lympbde is used for MCAV
generation. The tissue consists of antigen and signal containers from whicthe DCs sample the input
data. Signals are updated at regular intervals and are not removed upon sampig by a DC. Antigens
are input in an event-driven manner and are removed from the tissue aigen store upon sampling by
a DC.

We suggest that the updates of antigen, signals and cells are performed iegendently, based on
previous experience with this algorithm. This is represented inFigure 4. The three updates need not
occur simultaneously: this temporal correlation between asynchronosly arriving data is performed
by the processing of the cells themselves. The population dynamécare used to perform the actual
anomaly detection. The ultimate classi cation of a particular type of anti gen is derived not from a
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Fig. 4 A UML overview of the processes at the tissue level of the program, showing the asynchronous update
of cells, signals and antigen. It also shows the two main stages of updae and initialisation and subsequent
analysis.

clients server

compartment

antigen antigen store
systrace

respons% cells(AlS, DCs;

signal signal store
signal collectol

Fig. 5 Architecture used to support the DCA. Input data is processes via signal and antige n clients [75]. The
algorithm utilises this data and resides on a server.

single DC, but from an aggregate analysis produced across the DC population ev the duration of an
experiment.

3.3 libtissue

The Danger Project [1] has produced a variety of research outcomes alongsi the DCA. Such outcomes
include the development of danger theory and DC based immunology [77]; admework for developing
immune inspired algorithms calledlibtissue  [75]; an investigation into the interactions between the
innate and adaptive immune system; arti cial tissue [7] and the application of a naive version of the
DCA for the security of sensor networks.libtissue is the API used within the Danger Project for

the testing of ideas and algorithms, as shown in the works of Twycross [73]5] and Greensmith et

al. [28] [29].

libtissue s a library implemented in C which assists the development of immne inspired algo-
rithms on real-world data. It is based on principles of innate immunology [74] [75], through the use
of techniques from modelling, simulation and arti cial life. It allow s researchers to implement algo
rithms as a collection of cells, antigen and signals, interacting within a speci ed compartment. The
implementation has a client/server architecture which separates @ta collection using clients, from data
processing on a server, as shown in Figure 5.

Input data is processed usindibtissue  clients, which transform raw data into antigen and signals.
Algorithms can be implemented within the libtissue  server, as it provides all the required components
such as the ability to de ne di erent cell types, specifying receptors, compartments and internal signals.
Antigen and signal sources can be added tdibtissue  servers, facilitating the testing of the same
algorithm with a number of di erent data sources. Input data from the client are passed to and
represented in a compartment contained on a server known as the tisie compartment. This is a space
in which cells, signals and antigen interact. Each tissue compartmentas a xed-size antigen store
where collected antigens are placed. The tissue compartment also s&s levels of signals, set by the
input clients.
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Fig. 6 lllustration of the DCA showing data input, continuous sampling, the maturation  process and aggregate
analysis.

3.4 DCA Implementation

The DCA is implemented as alibtissue  server. Input signals are combined with antigen data, such
as a program ID number. This is achieved through using the population of arkcial DCs to perform ag-
gregate sampling and data processing. Using multiple DCs means thatultiple data items in the form
of antigen are sampledmultiple times. If a single DC presents incorrect information, it becomes incon-
sequential provided that the majority of the DCs population derive the correct cell context represented
as the MCAV coe cient.

The DCA has two main stages:initialisation , and update Initialisation involves setting various
parameters and is followed by the update stage. The update stage can be dsoposed into tissue
update and cell cycle Signal data is fed from the data-source to the tissue server through th tissue
client and is updated at a user de ned rate. The cell cycle involvesthe regular update of the DC
population. Following the processing of all data, the MCAV coe cient s are calculated for each antigen
type. An overview of this is given in Figure 6.

The tissue update is a continuous process, whereby the values of ¢htissue data structures are
refreshed. In this implementation, signals are updated at regular inervals - in our case, this is at a
rate of once per second. The update of antigen occurs on an event-driverabis, with antigen items
updated in the tissue each time new raw data appears in the system. fie updated signals provide the
input signals for the population of DCs.

The cell cycle is a discrete process occurring at a user de nedate of once per second in this
research. Signals and antigen from the tissue data structures are acaesd by the DCs during the cell
cycle. This includes an update of every DC in the system with new ignhal values and antigen. The
new values are processed and accumulated as the output vector of signatsdenerated. The cell cycle
and update of tissue continues until a stopping criterion is reachedFinally, the aggregation stage is
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initiated, where all collected antigens are subsequently analysednd the MCAV per antigen derived.
This procedure forms the required post-processing for use witlhis algorithm.

3.5 Parameters and Structures

The algorithm is described formally using the following terms.

{ Indices:
i =0;::1 input signal index;
j =0;::;J input signal category index;
k =0;::;;K tissue antigen index;

| =0;::; L DC cycle index;

m =0;::;M DC index;

n=0;::;N DC antigen index;

p=0;::; P DC output signal index.
{ Parameters:

I = number of input signals per category (e.g. PAMP, Danger, Safe);
J = number of categories of input signal;

K = number of antigen in tissue antigen vector;

L = number of DC cycles;

M = number of DCs in population;

N = DC antigen vector size ;

= number of output signals per DC;

= number of antigens sampled per DC, per cycle;

= number of DC antigen receptors;

Tmax = tissue antigen vector size.

IO T

{ Data Structures:
T = fS; Ag - the tissue;
S = tissue signal matrix;
sj = a signal index i, categoryj in the signal matrix S;
A = tissue antigen vector;
ax = antigen k in the tissue antigen vector;
DCn=fs(m);a(m);o,(m);tmg- a DC within the population;
s(m) = signal matrix of DC,;
a(m) = antigen vector of DC,;
op(m) = output signal p of DCy,;
0p(m) = cumulative output signal p of DCp;
tm = migration threshold of DCp,;
wijp = transforming weight from s; to op.

X X
Op(m) = Wip Sj (M)  8p (2
i je3

Each DC, transforms each value ofs(m) to o,(m). In Equation 2, a speci c example is given for
use with four input signals, with one signal per category and consists of@ne additional components.
Additionally, the j 6 3 component implies that signal category index is not summed with the oher
three signal categories i.e. in ammation is not treated in the same manne as the other signals, as
shown in this equation. The interrelationships between the weigks, determined through practical
immunology, are shown in Table 2.

The tissue has containers for signal and antigen values, namelg and A. In this example version
of the DCA, there are four categories of signal § = 3) and one signal per category ( = 0). In this
instantiation sg.o = PAMP signals, Sp.1 = danger signals andsy., = safe signals andsg.3= in ammation.
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Table 2 Derivation and interrelationship between weights in the signal process ing equation, where the values
of the PAMP weights are used to create all other weights relative to the PAMP weight. W1 is the weight to
transform the PAMP signal to the CSM output signal and W 2 is the weight to transform the PAMP signal to
the mature output signal.

Wip |j=01]j=1] j=2
p=0 | Wi Wi | wil 15
p=1 0 0 1

p=2 | w2 | W2 |.w2 15

An antigen store is constructed for use within the tissue cycle wheg all DCs in the population can
collect antigen.

The cell update component maintains all DC data structures including the DC population of set
sizeM . Each DC has an input signal matrix, antigen vector, cumulative output signals and migration
threshold. The internal values of DC, are updated, based on current data in the tissue signal matrix
and antigen vector. The DC input signals, s(m) use the identical mapping for signal categories as tissue
s and are updated every cell cycle iteration. Eachs(m) for DC,, is updated via an overwrite every
cell cycle. These values are used to calculate output signal valuesymy, for DCy,, which are added
cumulatively over a number of cell cycles to formo,(m), where p = 0 is costimulatory value, p =1 is
the semi-mature DC output signal and p = 2 is the mature DC output signal. With each cell update,
DCs sampleR antigens from the tissue antigen vectorA.

After the internal values of a DC are updated, og is assessed against, the cell's migration threshold.
If og is greater than ty,, the DC is ‘removed' from the tissue. Here, ‘'remove' means that ta DC is
de-allocated the receptors needed to sample the signal matrix and tooflect antigen. On the next
update cycle, the remaining output signals are checked and the analysiprocedure is initiated.

In this implementation, each DC is assigned a random value fot,, within a speci ed range. The
random value adds some diversity to the DC population. The value ofgg is increased on exposure
to any signal and proportionately to the strength of the input signal. By using randomly assigned
migration thresholds, each DC samples the signal matrix a di erent nunber of times throughout its
lifetime. Some exist for a short period sampling once or twice, othes can persist for longer, dependent
on the strength of the signals. This creates a variable time window e et for the sampling.

Pseudocode for this speci c instantiation of the DCA is given in Algorithm 1. This pseudocode
shows both the update of the tissue and the individual DCs. The stage®f the algorithm are shown,
namely initialisation, update and analysis. While this provides the detail of the DC update mechanisms,
this pseudocode does not encapsulate the asynchronous nature of th@date stages. Aslibtissue
is a multithreaded framework, the three updates are controlled by three di erent processes, therefore,
the three updates occur asynchronously. This architecture is paitularly suited for real time data
processing as updates occur as and when they are required.

3.6 Antigen Aggregation

Once DCy, has been removed from the population, the contents o&(m) and values o,(m) are logged
to a le for the aggregation stage. Once completeds(m), a(m) and o,(m) are all reset andDCy, is
returned to the sampling population. The re-cycling of DCs continues until the stopping condition is
met (I = L). Once all data has been processed by the DCs, the output log of antigeplus-context is
analysed.

The same antigen is presented multiple times with di erent context values. This information is
recorded in a log le. The total fraction of mature DCs presenting said antigen (where 0, > 0y) is
divided by the total amount of times the antigen was presented namelyo;=(0; + 0,). This is used to
calculate the mean MCAV. Equation 1 describes this process.
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input : T =1fS;Ag
output : a and context

create DCs;

initialise parameters fI;J;K;L;M;N;O;P;Q g;
for I<L do

update A and S;

for m=0 to M do

for n=0 to Q do

| DCmn samplesQ antigen from A;

end

for i=0tol andj =0 to J do
T

end

for n=0 to N do
| DCm processesa,(m);
end
for pto P do
‘ compute 0Op;
Op(M) = op(m) + 0p;
end
if oo(m) >ty then
DCm removed from population;
DC migrate, print antigen and context;
DC, reset antigen vector and all signals;

end

end
[++;

end

analyse antigen and calculate MCAV
Algorithm 1 : Pseudocode of the implemented DCA

3.7 Signals and Antigen

An integral part of DC function is the ability to combine multiple signal s to produce context informa-

tion. The semantics of the di erent categories of signal are derived fromthe study of the in uence of

the di erent signals on DCs in vitro . De nitions of the characteristics of each signal category are given
below, with an example of an actual signal per category. This categorisation fans the signal selection
schema. Any number of sources of information can be mapped using the dirted principles.

{ PAMP - sjp, e.g. the number of error messages generated per second by a failed netwonknzztion:
1. a signature of abnormal behaviour, e.g. an error message,;
2. a high degree of con dence of abnormality associated with an increase irhis signal strength.
{ Danger signal -s;j1, e.g. the number of transmitted network packets per second:
1. measure of an attribute which signi cantly increases in responsed abnormal behaviour;
2. a moderate degree of con dence of abnormality with increased level ohts signal, though a low
signal strength can represent normal behaviour.
{ Safe signal -sj, e.g. the inverse rate of change of number of network packets per second. Al
rate of change equals a low safe signal level and vice versa:
1. a con dent indicator of normal behaviour in a predictable manner or a mesure of steady-
behaviour;
2. measure of an attribute which increases signal concentration due to # lack of change in
strength.

Signals, though interesting, are inconsequential without antigen. To aDC, antigen is an element
which is carried and presented to a T-cell, without regard for the stucture of the antigen. Antigen is
the data to be classi ed and works well in the form of an identi er, be it an anomalous process ID
or the ID of a data item [26]. At this stage, minimal antigen processing isperformed and the antigen
presented is an identical copy of the antigen collected. Detection iperformed through the correlation
of antigen with fused signals.
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4 Self-Organizing Maps
4.1 Biological Inspiration for SOM

Various properties of the brain were used as an inspiration for a large set dadlgorithms and compu-
tational theories known as neural networks. Such algorithms have showto be successful, however a
vital aspect of biological neural networks was omitted in the algorithm's development. This was the
notion of self-organization and spatial organization of information within the brain. In 1981 Kohonen
proposed a method which takes into account these two biological propées and presented them in his
SOM algorithm [46].

The SOM algorithm generates, usually, two dimensional maps represeirtg a scaled version of
n-dimensional data used as the input to the algorithm. These maps can béhought of as \neural
networks" in the same sense as SOM's traditional rivals, arti cial neural networks (ANNSs). This is
due to the algorithm's inspiration from the way that mammalian brains are structured and operate
in a data reducing and self-organised fashion. Traditional ANNs originated fom the functionality and
interoperability of neurons within the brain. The SOM algorithm on th e other hand was inspired by
the existence of many kinds of \maps" within the brain that represent spatially organised responses.
An example from the biological domain is the somatotopic map within the human brain, containing a
representation of the body and its adjacent and topographically almost idetical motor map responsible
for the mediation of muscle activity [47].

This spatial arrangement is vital for the correct functioning of the central nervous system [40]. This
is because similar types of information (usually sensory information) ae held in close spatial proximity
to each other in order for successful information fusion to take place as el as to minimise the distance
when neurons with similar tasks communicate. For example sensory formation of the leg lies next to
sensory information of the sole.

The fact that similarities in the input signals are converted into spatial relationships among the
responding neurons provides the brain with an abstraction ability that suppresses trivial detail and
only maps most important properties and features along the dimensions oftte brain's map [61].

4.2 SOM Algorithm Overview

As the algorithm represents the above described functionality, it @ntains numerous methods that
achieve properties similar to the biological system. The SOM algoritm comprises of competitive
learning, self-organization, multidimensional scaling, global and local ordring of the generated map
and its adaptation.

There are two high-level stages of the algorithm that ensure a successfcreation of a map. The
rst stage is the global ordering stage in which we start with a map of prede ned size with neurons
of random nature and using competitive learning and a method of self-orgamation, the algorithm
produces a rough estimation of the topography of the map based on the input da. Once a desired
number of input data is used for such estimation, the algorithm proceeds to the ne-tuning stage,
where the e ect of the input data on the topography of the map is monotonically decreasing with
time, while individual neurons and their close topological neighbours ae sensitised and thus ne tuned
to the present input.

The original algorithm developed by Kohonen comprises of initialisation folowed by three vital
steps which are repeated until a condition is met:

{ Choice of stimulus
{ Response
{ Adaptation

Each of these steps are described in detail in the next section.

4.3 Algorithmic Detail and Implementation

A number of existing software packages that contain an implementation of te SOM algorithm are
available, however these are not ideal for some types of security remeh, such as real-time detection,
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due to their limited speed and integratability. For this reason a C++ based implementation is developed
according to the original incremental SOM algorithm as described by Kohomen [48]. In this section a
detailed analysis of the implemented algorithm and its step by step functional description follows.

4.3.1 Initialisation

A number of parameters have to be chosen before the algorithm is to begiaxecution. These include
the size of the map, its shape, the distance measure used for comparifgw similar nodes are, to
each other and to the input feature vectors, as well as the kernel fuction used for the training of the
map. Kohonen suggested recommended values for these parameters [47],ishhare used throughout
our experiments. The values used in this paper are described in 8&on 5, found in Table 8. Once these
parameters are chosen, a map is created of the prede ned size, populatevith nodes, each of which is
assigned a vector of random valuesy;, wherei denotes node to which vectorw belongs.

4.3.2 Stimulus Selection

The next step in the SOM algorithm is the selection of the stimulus that is to be used for the generation
of the map. This is done by randomly selecting a subset of input featte vectors from a training data
set and presenting each input feature vectorx, to the map, one item per epoch. An epoch represents
one complete computation of the three vital steps of the algorithm.

4.3.3 Response

At this stage the algorithm takes the presented input, x and compares it against every nodé within
the map by means of a distance measure betweenand each nodes' weight vectomw;. For example this
can be the Euclidean distance measure shown in Equation 3, wheigjj is the Euclidean norm andw;
is the weight vector of nodei. This way a winning node can be determined by nding a node within
the map with the smallest Euclidean distance from the presented &ctor x, here signi ed by c.

c= argminfijjx  wijjg (3
4.3.4 Adaptation

Adaptation is the step where the winning node is adjusted to be sljhtly more similar to the input x.
This is achieved by using a kernel function, such as the Gaussian figtion (h¢) as seen in Equation 4
as part of a learning process.

jire  rijj?

2 2(t) @)

In the above function, (t) denotes a \learning-rate factor" and (t) denotes the width of the

neighbourhood a ected by the Gaussian function. Both of these paramters decrease monotonically
over time (t). During the rst 1,000 steps, (t) should have reasonably high values (e.g. close to 1).
This is called the global ordering stage and is responsible for proper ordering ofv;. For the remaining
steps, (t) should attain reasonably small values ( 0:2), as this is the ne-tuning stage where only
ne adjustments to the map are performed. Both r. and r; are location vectors of the winner node
(denoted by subscriptc) and i respectively, containing information about a node's location within the
map.

hei (t) = (t):eXp

wi(t+1) = wi(t) + he (O[x()  wi(t)] ()

The learning function itself is shown in Equation 5. Here the Gaussiarkernel function hg; is responsible
for the adjustment of all nodes according to the input feature vectorx and each node's distance from
the winning node. This whole adaptation step is the vital part of the SOM algorithm that is responsible
for the algorithm's self-organisational properties.
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4.3.5 Repetition

Stimulus selection, Response and Adaptation are repeated a desired miber of times or until a map of
su cient quality is generated. For our experiment this was set to a value suggested by Kohonen [48].
He states that the number of steps should be at least 500 times the numbesf map units. For this
reason 100,000 epochs were used in our experiments. Another possible heatsm for the termination
of the algorithm is the calculation of the quantization error, which is the mean of jjx  wcjj over the
training data. Once the overall quantization error falls below a certain threshold, the execution of
the algorithm can stop as an acceptable lower dimensional representation dhe input data has been
generated.

5 Experimental Comparison
5.1 Scenarios

For the experiments in this paper, two data sets are compiled, colleted using a system of signal
collection scripts with raw input signal data collected from the Linux /proc lesystem. One data set
is termed passive normal (PN) and contains a SYN scan performed without armal processes invoked
by a user i.e. scan and shell processes. The second data set is tedractive normal (AN). This data
set contains an identical SYN scan but is combined with simultaneous istances of normal programs
which are used actively by a user throughout the duration of the sessiom.e. scan, shell processes and
a refox web browser.

Block scans are conducted across 254 |IP addresses connecting to mukipports on each host
successfully probed. Approximately 70 hosts out of the 254 addressesasmed are available at any one
instance during the scan. For these scenarios, the DCA resides on éient machine which is connected
to the main network. As the scanned local hosts are part of a university etwork and the availability
of the hosts is beyond direct control, with the exception of the host on vihich the DCA monitors. The
scan performed in both data sets is a standard SYN scan, with a fast probeesding rate (< 0.1 seconds
per probe), facilitated through the use of the popular scanning tool, nnap [17]. The command invoked
to perform the SYN scan using nmap is hmap -SS -v XXX.XXX.xxx.1-254 "

The AN data set is 7,000 seconds in duration, with "normal' antigen generaté by running a web
browser over a separate remote ssh session. During browsing, miglie downloads, chat sessions and the
receipt of e-mail occur representing di erent patterns of netwoik behaviour. This actively generated
network tra c is provided to observe if the algorithms can dierenti ate between two highly active
processes which run simultaneously and modify the networking beaviour of the victim host. Having
both normal and anomalous processes running via the monitored ssh demonay make the detection
of the scan more di cult. This may increase the MCAV for the normal pro cesses as the DCA relies on
the temporal correlation of signals and antigen to perform detection.

The PN data set is also 7,000 seconds in duration and comprises of a SYN scandaits pseudo-
terminal slave (pts) parent process as anomalous examples. The sslemon process acts as normal
antigen and is needed to facilitate the remote login. In addition, a refox browser runs throughout the
session, but the system calls are run locally and not through the ssh daeson. Therefore this does not
form antigen, but can in uence the input signal data.

5.2 Data Pre-processing and Signals

The DCA relies on correct mapping of signals, ensured through the examition of preliminary samples
of input data. For the detection of SYN scans, seven signals are deriveddm behavioural attributes of
the victim host: two PAMPs, two danger signals, two safe signals and one immmatory signal. Having
multiple signals per category may make the DCA more robust against random nivork uctuations or
conversely could impede classi cation through con icting inputs.

The PAMP signals (PAMP-1 and PAMP-2) are both taken from data sources which indicate a
scan speci cally. Danger signals (DS-1 and DS-2) are derived from attritites which represent changes
in behaviour. Safe signals (SS-1 and SS-2) are also derived from changasbiehaviour, but high safe
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signal values are shown when the changes are small in magnitude. The in amatory signal is simpli ed
to a binary signal i.e. in ammation present (1) or not (0). All PAMPs, danger an d safe signals are
normalised within a range of zero to 100. A sketch of the input signals throghout the duration of the
two sessions are shown in Figures 7, 8 and 9 for the AN data set and in Figurg0, 11 and 12 for the
PN data set.

To devise a set of appropriate signals a number of preliminary expements must be performed,
in addition to the acquisition of knowledge regarding the e ects of sanning and normal networking
usage within a host. Initially a plethora of system variables are monitoed under a variety of situations.
The signals used in this experiment are network based attributes. This kind of system data appears
to be the most variable under scanning conditions. Once the candidatsignals are selected, they are
then categorised using the general principles of signal selection i.2PAMPs are signature-based, danger
signals are normal at low values and anomalous at high values etc. Following theategorisation, the
raw values of signals are transformed into normalised signals.

PAMP-1 is the number of ICMP “destination unreachable' (DU) error messages reeived per second.
Scanning IP addresses attached to hosts which are rewalled against ICH packets generate these error
messages in response to probing. This signal is shown to be usefuldetecting ping scans and may also
be important for the detection of SYN scans, as an initial ping scan is pedrmed to nd running hosts.
In this experiment, the number of ICMP messages generated is signtantly less than observed with a
ping scan. To account for this, normalisation of this signal includes mitiplying the raw signal value
by ve, capped at a value of 100 (equivalent to 20 DU errors per second). Tts process is represented
in Equation 6 where raw is the unmodi ed system data and signal represents the normalised output
signal. These terms apply to all equations described within this setion.

signal = minf 100 raw 5g (6)

PAMP-2 is the number of TCP reset packets sent and received per second. Buo the nature of
the scan, a volume of RST packets are created in both port status cases; ¢y are generated from the
scanning host if ports are open and are generated by the remote hosts if patare closed. RST packets
are not usually present in any considerable volume, so their increasefrequency is a likely sign of
scanning activity. This signal is normalised linearly, with a maximum cap set at 100 RSTs per second.
This normalisation process is shown in Equation 7.

signal = minf 100 rawg @)

DS-1, the rst danger signal is derived from the number of network packets &nt per second.
Previous experiments with this signal data indicate that it is useful for the detection of outbound
scans [27]. A dierent approach is taken for the normalisation of this signal A sigmoid function is
used to emphasise the di erences in observed rate, making the rangef 100 to 700 packets per second
more sensitive. This sensitive range is determined through prethinary data analysis of host behaviour
during scans and normal use, with 750 packets per second found to be theeadian value across the
plethora of preliminary data. This function makes the system less sesitive to uctuations under 100
packets per second, whilst keeping the sensitivity of the highewvalues. A cap is set at 1500 packets
per second, resulting in a signal range between 0 and 100. The general sigehdunction used for this
transformation is shown in Equation 8, with the speci c function shown in Equation 9.

1
1+e X

1
1+ 2(7:5 )
DS-2is derived from the ratio of TCP packets to all other packets procesed by the network card of
the scanning host. This may prove useful as during SYN scans theresia burst of tra c comprised of
almost entirely TCP type packets, which is not usually observed uncr normal conditions. The ratio is
normalised through multiplication by 100, to give this signal the same range adDS-1. This procedure
is shown in Equation 10.

f(x)=

(8)

signal = minf 100, 100 (9

rawSignalT cp
rawSignalAllP kts

signal = 100 (10)
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Table 3 Ranges used in the normalisation function of SS-2.
Range | Signal Value

40 - 45 0
46- 50 10
51- 60 50
61 + 100

SS-1is the rate of change of network packet sending per second. Safe signals ameplemented to
counteract the e ects of the other signals, hopefully reducing thenumber of false positive antigen types.
High values of this signal are achieved if the rate is low and vice versa.fis implies that a large volume
of packets can be legitimate, as long as the rate at which the packets are seremains constant. The
value for the rate of change can be calculated from the raw DS-1 signal valu¢ghough conveniently, the
proc le system also generates a moving-average representation of the rate @hange of packets per
second (over 2 seconds). This raw value can be normalised between waé of 10 and 100 and inverted
so that the safe signal value decreases as the raw signal value increasgBis normalisation process is
described in Equation 11.

signal = min f 100 maxf0; (100 raw) 1—90gg (12)

SS-2is based on the observation that during SYN scans the average network pket size reduces to a
size of 40 bytes, with a low standard deviation. Preliminary observatons under normal conditions show
that the average packet size for normal tra c is within a range of 70 and 90 bytes. A step function
is implemented to derive this signal with transformation values presented in Table 3. Preliminary
experiments have also shown that a moving average is needed to imase the sensitivity of this signal.
This average is created over a 60 second period.

The in ammatory signal is binary and based on the presence of remote root logiis. If a root log-in
is detected through the monitored ssh demon, this signal is assignedalue of one. When used in the
signal processing equation, this multiplies the resultant valuesof the other signals by two, acting as
an ampli er for all other signals including the safe signal. This signal ma/ be useful as to perform a
SYN scan the invocation has to come from a user with root privileges. WHe this is a very important
feature of the SYN scan process, it is not suitable for use as a PAMP signal ascan be easily spoofed.
Thorough analysis of the relationship between in ammation and the DCA is outside of the scope of
this paper and may feature in future work. While this signal in uenc es the rates of migration of the
DCs, it does not in uence the rates of detection as the addition of this signal increases the output
signal values for both the semi-mature output (©;) and the mature output ( 0;) signals.

As shown in Figure 7-9 and 10-12, the AN signals are more variable than the PN signgl as many
more processes run during the AN session. In the AN session, the nmaggan is invoked at 651 seconds.
Signals PAMP-1, PAMP-2 and DS-2 clearly change for the duration of the scan. he remaining signals
are less clear, though some evidence of changes throughout the scan duratienshown. The changes
are transient and localised in particular to the beginning of the scanwhen the majority of probes are
sent to other hosts.

The signals of the PN data set are less noisy. Analysis of input antigen comms nearly 99% of these
antigen belong to the anomalous pts and nmap processes. PAMP-1 and PAMP-2 arresponsive to the
scan, as shown by their rapid decline towards the end of the scanningeriod, at 5,500 seconds. Changes
in DS-1 are more pronounced in the PN data set, yet the magnitude of thissignal is smaller than
expected. DS-2 appears to be highly correlated with the scan, yieldg values of over 20 throughout
the scan duration. SS-1 performs poorly and only decreases in respsm to the scan in a few select
places. SS-2 falls sharply in the middle of the scan, as predicted,ub otherwise remains at a constant
level of 60 even after the scan has nished.

5.3 Antigen

Process identi cation numbers (PIDs) form the antigen and are generaed each time a system call is
invoked. To provide antigen, all remote sessions facilitated by ssh & monitored for this experiment.
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Table 4 Summary statistics of the frequency of system calls for the nmap and refox pro cesses.

Statistic Nmap | Firefox
Mean 2445 880
Standard Deviation 1243 840
1st Quartile 1796 76
2nd Quartile (Median) 2106 792
3rd Quartile 2894 1479
4th Quartile (Total) 11758 | 7156
Mean/SD 1.97 1.05
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Fig. 13 The frequency of system calls invoked by the nmap scan process for the AN daa set. The trendline
represents a moving average over 100 data points. As this gure is presented on a logarithmic scale, the absence
of points indicates a frequency of zero system calls for that particular second.

Using multiple system calls with identical PIDs allows for the aggregate antigen sampling method,
having multiple antigen per antigen type. This allows for the detedion of active processes when changes
in signal values are observed. This technique is a form of process anomadetection, but the actual
structure of the PID is not important in terms of its classi cation, i. e. no pattern matching is performed,
on the actual value of the PIDs: it is a label for the purpose of process ienti cation.

A graph of the frequency of system calls invoked per second for the AN dataet by the nmap
process is shown in Figure 13 and for the refox process in Figure 14nlthese two gures, individual
points represent the frequency of system calls per second, whiléhe trendline represents a moving
average over 100 points. Summary statistics of the system call data are g in Table 4, which are
generated across the entire session for both processes.

The mean/median frequency of system calls for the nmap process isgtier than the refox process.
To assess which process is more variable, the means are divided byetlstandard deviations, as shown
in the summary table. This value is larger in the case of nmap than for refox. This indicates that
relatively, the standard deviation of the refox process is larger in comparison to the mean than that of
the nmap process. The various proportions of input system calls are repsented as a chart in Figure 15
and shows that the nmap process invokes the majority of system callsithe AN data set.

5.4 Special Cases for SOM

For use with the SOM both antigen and signal data must be correlated expkitly - this is a feature of
the DCA that cannot be translated for use with the SOM. To achieve this coupling, the timestamps of
the signal and antigen data are used. Each antigen is assigned the set of sigeathich occurs within
one second of the antigen generation. This results in what resembles gasdard feature vector, where
antigens are the data item ID and signals form seven attributes. In addion to this pairing, the SOM

requires training data, to assign nodes and to create the map. Unlike tb DCA which uses expert
knowledge, SOM requires training data sets and therefore ten setare constructed. Each training set
consists of a diverse number of normal processes which use the wetking facility of the host machine.
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Fig. 14 The frequency of system calls invoked by the refox web browser process for the AN data set. The
trendline represents a moving average over 100 data points. This gure is presented on a logarithmic scale and
the absence of points indicates a frequency of zero system calls for that paricular second.
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Fig. 15 Proportionate chart of antigen per processes as input data for the active norm al data set, where
FF _Parent is the parent refox process and FF _Childl and FF _Child2 are the forked children of the parent
process.

5.4.1 Training

Due to the SOM algorithm's unsupervised learning nature, training data is required in order to generate
a map that is representative of normal behaviour. As described earliethis is not necessary for the
DCA as there is no training stage. A set of ten sessions of normal activitare generated in an identical
manner to the testing data except for the fact that no antigens are geerated as the SOM is only
trained on signals. Antigen themselves bring no bene t to the SOM inthe training stage. Each session
contains approximately 60 minutes worth of data. The data contains normal ativity such as internet
browsing, chatting, le transfer and other activities performed by a standard user.

Once the data is collected, it is combined into one data set, whichd subsequently used as the input
into the SOM algorithm. Input feature vectors are then selected fromthis data set at random and
presented to the map for computation. The training results in a map whch can be seen in Figure 16.
In this example, the brighter the colour, the greater the dissimilarity of neighbouring nodes, with
the map representing four clusters. This shows one of the maps that & generated throughout our
experiments. Ten runs were performed, both for training and detetion.

5.4.2 Detection

The SOM algorithm itself cannot perform anomaly detection without any fur ther processing. A mean-
ingful way has to be devised in order to be able to classify and make a dision whether a data item
or a set of items are anomalous. The aim of our experiments was to detect wileer a whole process
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Fig. 16 An example map generated by the original SOM algorithm.

is anomalous or not. Thus a method for process, rather than signal set anomalgtetection calculation
had to be developed.

For informational purposes a simple anomaly detection can be performed on owata by classifying
sets of signals only. This can be done by rstly using the calculation inEquation 3, which will determine
the winning node within our trained map. We will call this the Best Matching Unit (BMU). Once the
BMU is found, the actual Euclidean distance between the currently observed vector of signals and
the BMU is calculated. The most trivial anomaly detection is done by chaosing a threshold for this
dissimilarity. If the currently observed item is too di erent from the BMU, then it is deemed anomalous.

In order to perform process anomaly detection, antigen information hase be correlated with signals
from the testing data. As the SOM is trained on signals only, antigens (PIDs) need to be correctly
correlated with the right signals in order to be able to link anomalous se$ of signals to their respective
initiators (processes). Initial correlation is done by synchronizihg antigens with signals using timestamp
information. Any antigen with timestamp t is assigned a signal set at time, and for the purpose of
synchronisationt is measured in seconds. Once this synchronisation takes place, thigisal set - antigen
coupling is assessed for its anomaly level using the BMU techniqueedcribed previously.

As explained later in this section, the output antigen from the DCA are 'segmented’ into xed
sized sets for analysis. These “antigen segments' consist of a sped number of output antigen used
to form the MCAV values. Multiple MCAV values are produced as a resut of this procedure, which
may add additional sensitivity. To get a more meaningful and easily compaable results to the DCA, a
segmentation post-processing needs to be employed. This is achésl by selecting a segment size which
generates the same number of segments as the DCA. The reason behind theeding segment sizes is
the way that synchronisation of signal and antigen is achieved in the SOM gperiments compared to
the way it is achieved by the DCA. The DCA correlates antigen and signal agpart of the algorithm's
operation whereas the signal and antigen need to be manually correlated at arg-processing stage
before analysis using the SOM can occur. In our case = 1,800; 18,000; 180,000 and 1,800,000. These
segment sizes produce the same number of segments as segment sizd906f 1,000; 10,000 and 100,000
respectively, used by the DCA.

Further post-processing is done by using a binary discriminationof how anomalous a signal set -
antigen coupling is. It was observed that the median dissimilarity value between an input feature vector
and the BMU is approximately 65. Thus this value is chosen as the thresbld for deciding whether
a signal set-antigen coupling should be deemed anomalous and thus assigre value of 1 or deemed
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Table 5 Default parameter settings for the DCA, chosen following the sensitivity ana lysis performed previ-
ously [24]. Values shown indexed from zero.

Name Symbol | Value
Number of signals per category | 0
Number of signals categories J 3
Max number of tissue antigen K 499

Number of cells M 99

Max number of antigen per DC N 49
Number of output signals per DC P 3
Number of DC antigen receptors Q 9

normal and assigned a value of 0. These binary anomaly values are then used fdret calculation of the
mean process anomaly value.

Segment generation is achieved by calculating the anomaly value for eachigeal set - antigen
coupling as described above, followed by further analysis of thesesults per the various antigen segment
sizes ofz. Thus for z = 1,800, the rst 1,800 data items were processed in the following way. Br each
unigue antigen a mean anomaly value is calculated for that given segment. @e this calculation is
performed, each segment contains a list of unique antigens with theiassociated mean anomaly value.
We call this the Mean Best Matching Unit (MBMU) value. This value gives an indication of how
anomalous a process is in the given antigen segment.

5.5 Experiments

Two null hypotheses are used in these SYN scan experiments:

1. H1: modication of the antigen segment size will not in uence the resultant anomaly coe cient
values for both normal and anomalous processes
2. H2: the DCA and the SOM will produce results which are not statistically di erent

Both the AN and PN data sets are used in this series. Each data set is catted using a real-time
version of the DCA, which also provides the opportunity to verify th e detection rate results before an
in-depth analysis is performed. Ten runs are performed for each dataet and the mean MCAV values
/ MBMU values across the ten runs are recorded. Unlike previous expements with the DCA, no
system parameters are varied for these experiments. Instead the mber of antigen used in the MCAV
calculation is varied.

For the previous DCA application of ping scan detection, the sessionssed are at most one minute
in duration and generate approximately 3,000 antigen. However, the AN and PN dta sets generate
in excess of 100,000 antigen per process therefore analysis once all data lisgessed may not provide
meaningful results. Generating the output coe cient value at the end of the 7,000 second session is
too insensitive to changes which happen over a matter of seconds or mites. Figures are generated
showing the varying coe cients per process as the session proeds and comparisons drawn between
the performance for the two data sets.

In terms of assessment, the PIDs with the highest volume of antigen oydut are used as the processes
of interest. For the passive normal data set these processes are thenap scan process and the pts parent
process of the SYN scan. The processes of interest for the active noaindata set include the nmap
scan, pts process and the refox browser. Graphs are generated showg the MCAV and MBMU for
each process of interest per antigen presented, for the duration of the experiments for example=100.
Higher values of MCAV are expected for the SYN scan process and its paremirocess the ssh demon,
than for the refox browser. It is expected that smaller values of z will yield an improvement in the
precision and accuracy of the detection, though wherz = 100, the system may be too sensitive and
an element of tolerance to false positives could be lost. The variants of for the DCA are presented in
Table 6.

All data sets are collected and analyses with the DCA are performed on an AMDAthlon 1 GHz
Debian linux machine (kernel 2.4.10). A 2.66 GHz Intel Core 2 Duo Ubuntu Inux machine (kernel
2.6.22) is used for the SOM processing. Data generated from the DCA maahe is used in SOM
processing to avoid kernel discrepancies. The DCA is impleméed in C (gcc 4.0.2) with the SOM
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Table 6 The various sizes of antigen segmentz used for the DCA and SOM respectively.

DCA | SOM
100 1,800
1,000 18,000
10,000 | 180,000
100,000 | 1,800,000

1,000,000 -

Table 7 Weights used for signal processing, wherej represents the input signal category, i represents an
instance of a signal within signal category j and p is the corresponding output signal.

Wip | j=01]j=11]j=2
p=0 | 4 2 6
p=1| 0 0 1
p=2| 8 4 12

Table 8 SOM parameters, where is the \learning-rate factor" and t is the current epoch.

Parameter Global Ordering Fine-Tuning
SOM size 10*10 -
Epoch Limit 100,000 -
Initial 0.9 0.02
decay scheme Initial (1 t=1000) -
Neighbourhood size 5 1
Neighbourhood function Gaussian -
Neighbourhood relation Square -

implemented in C++ (g++ 4.1.3). All raw signals are derived using signal collection scripts, with
values taken from the/proc lesystem (PAMP-1, DS-1, SS-1, 1), the tcpstat linux utility (DS- 2, SS-2)
and a custom developed packet snier (PAMP-2). The system parametersused with the DCA are
shown in Table 5, derived as a result of previous DCA sensitivity analsis [24]. Weights for the signal
processing of these data are shown in Table 7. These weights provideshorter time-window for the
duration of signal sampling per DC, shown to be advantageous for the detéion of ping scans. The
migration threshold t,, is assigned a value of 60 £ 30 which is the median signal value observed
across all signals. The parameters used for the SOM are shown in Table 8 drare chosen based on
recommended values as proposed by Kohonen [47].

Antigens are generated using system calls, captured through the use sfrace and through manip-
ulation within the antigen tissue client. The normalisation of the inp ut signals is implemented using
the tissue client, antigen processed using a separate tissue ait, with data processing and the DCA
performed using the tissue server process. An initial run of thissystem is performed to collect the
input data and to check for any potential coding errors. Input signals ard antigens are collected and
recorded in a log le using the real-time runs. Analysis of the prelminary real-time results of the output
antigen and empirical analysis of the input data indicate its suitability for use in these experiments.
The libtissue tcreplay client is used to perform the numerous runs of each data set. It is irpor-
tant to stress that the system is designed to work in real-time, though tcreplay is used to provide
reproducibility of results, so a rigorous analysis can be performed

5.6 DCA Results

The results of the DCA applied to the passive normal data are presergd in Figures 17-19 and in
Table 9 and 10. The results for an antigen segment size=100 are shown in Figure 17 and represent
results generated across ten runs by the DCA on the same data set. High ®AV values are shown
upon the initiation of the SYN scan for both nmap and pts processes. The maing average trendline
shows three distinct “spikes' which correlate to the initial sending out of packets by the SYN scan, the
period of targeted scanning and the nal stages where network connectiom are terminated and scan
results collated by the nmap process.
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Fig. 17 PN results for the DCA for nmap SYN scan and pts processes. Points represent an average MCAV
derived from across the ten runs performed, where the size of the antigen segmat is z=100. The trendline
represents a moving average across 50 data points.
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Fig. 18 PN results for the DCA for nmap SYN scan and pts processes The size of the antigen segments ¢)
is 1,000. This data represents an average MCAV derived from across the ten runs performed. The trendlines
represent moving averages per process of interest across 20 data points

Table 9 The results for both active (AN) and passive (PN) normal data sets for the D CA with an antigen
segment size ofz = 100,000. Segment 0 includes antigen 0-99,999; segment 1 includesraigen 100,000 to 199,999
etc.

Segment Num | PN Nmap | PN Pts | AN Nmap | AN Firefox | AN Pts

0 0.12 0.24 0.16 0.05 0.05
1 0.07 0.05 0.06 0.04 0.06
2 0 0 0.01 0.00 0.00
3 - - 0.05 0.02 0.01

While the pts process produces a high MCAV initially, betweenantigen segments 100 and 900 no
antigens are presented for the pts process, as it is inactive at this @nt. As the trendline is required
to clarify the results this indicates that a higher value of z would be preferable to clearly assess the
presence of an anomalous process.

In Figure 18, the result of the PN data set are presented wherez=1,000. As with the results
presented in Figure 17, an initial spike of a high MCAV is shown, implying that the scan is in its initial
stages. While the individual points on this graph are not as dense as in Figie 17, the additional spikes
representing the latter stages of the scan are less in magnitude, thouglittle di erence in the initial
MCAV for the nmap processes is shown.

The results for z=10,000 are plotted in Figure 19 showing lower values for the pts procesand a less
sustained response to the nmap SYN scan process. Sensitivity is toshen the value of z is increased
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Fig. 19 PN results for the DCA for all three processes. Individual points not included for the sake of clarity.
The size of the antigen segments ¢) is 10,000. This data represents an average MCAV derived from across the
ten runs performed. The trendlines represent moving averages per process of interst across ten data points.

Table 10 The results for the DCA for both active (AN) and passive (PN) normal data set s with an antigen
segment size ofz = 1,000,000.

Process| AN | PN

Nmap | 0.07 | 0.19
Pts 0.04 0
Firefox | 0.03 | n/a

further as shown in Tables 9 and 10, with the maximum MCAVs greatly reduced from 1.0 in previous
experiments to 0.19 for the nmap process.

The AN results produced by the DCA show similar features. Figure 20shows the results using the
smallest antigen segment size 0£=100. In contrast to the PN data set, the nmap SYN scan is not
invoked until antigen segment 500. As shown on this graph, following the iitiation of this scan, the
MCAV of all three processes of interest (nmap, pts, refox) are shevn to increase.

These increases in MCAV form four spikes throughout the session dur@dn. The density of the
datapoints in this graph makes the correct interpretation of this graph somewhat di cult. This is
improved with the addition of a trendline, generated through applying a moving average of 50 points
across the data. During the scan period, the DCA presents antigen, nespective of its source, in the
mature context, as shown through the generation of high MCAV values for boththe nmap SYN scan
and refox browser processes. This implies that the generation ofdlse positives occurs when a normal
and anomalous process run simultaneously through the monitored ssh demon

The results for antigen segments 0 to 500 are shown in Figure 21 for the saks clarity. During
this period the majority of antigen presented belong to the refox process and some modulation of
the behaviour of the monitored system occurs, as seen in the initiab00 seconds of Figure 20. Despite
these activities, the MCAVs presented in Figure 21 are all relativey low. This suggests that the DCA
using these particular signals responds appropriately to normal procgses in the absence of scanning
activity.

In Figure 22, the results are presented for the AN data set wherez=1,000. In comparison to
Figure 20, the trendlines of the graph are observably similar. Figure 23 shws that an antigen segment
size ofz=10,000 produces observably di erent results toz=1,000. This is evident as the major spike
peak evident in Figure 20 and 22 is missing in Figure 23. Additionally, he only process technically
classed as "anomalous' (MCAV above 0.5, chosen to re ect the proportion of nap antigen in the input
data) is the nmap scan, though only brie y. This implies that the larger size of z increases the rate of
false negatives as shown through the lower values in Figure 23 and also st in Tables 9 and 10. For
experiments wherez = 100,000 andz=1,000,000, the MCAVs are also reduced. However, an interesting
e ect is that there is a greater di erence in the MCAVs of the normal and anomalous processes.
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Fig. 20 AN results for the DCA for nmap SYN scan and pts processes. Points represent an average MCAV
derived from across the ten runs performed, where the size of the antigen segmat is z=100. The trendline
represents a moving average across 50 data points.
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Fig. 21 AN results for initial 500 antigen segments produced with the DCA to highli ght the low MCAVs
yielded. Points represent an average MCAV derived from across the ten runs performed, wherez = 100. The
trendline represents a moving average across 20 data points.

An example of this is evident in antigen segment zero presented in Tdb 9, where the MCAV for
the nmap scan is three times the magnitude of the MCAV of the refox process. If the threshold of
anomaly is applied at a level of 0.1, this experiment would yield resuls which detected the nmap SYN
scan as anomalous and the refox process as “normal'. Other examples of thare also shown for the
AN data set in Table 10. This implies that while larger values of z can produce false negatives, the
potential for the reduction of false positives is also evident.

5.7 SOM Results

The PN results for the SOM are presented in Figures 24-26. As with the rsults of the DCA, high
coe cient values are generated initially for both nmap and pts processes. A further “spike' is evident
at segment numbers 1,000-1,200 of Figure 24. These trends are also evident ifng&res 25 and 26.
Trendlines are added to each graph to represent a moving average perqress. At the lowest level
of granularity of z=1,800 (equivalent in the number of segments to DCAz=100), it is unclear as to
exactly what the individual data points imply. Therefore a larger size of segment may be required, as
also found with the DCA. Again, sensitivity is lost as the size ofz is large, as shown by the results
presented in Table 11 wherez is 1,800,000.
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Fig. 22 AN results for all three processes produced with the DCA. The size of the antigen segments ¢) is
1,000. This data represents an average MCAV derived from across the ten runs perfamed. The trendlines
represent moving averages per process of interest across ten data poirg.
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Fig. 23 AN results for all three processes. Individual points not included for the sake o f clarity. The size of
the antigen segments (z) is 10,000. This data represents an average MCAV derived from across the ten runs
performed. The trendlines represent moving averages per process of interest amss ten data points.

In a similar manner, the AN results for the SOM produce initially high coe cients for the nmap
process. The results forz=1,800 are presented in Figure 27. This shows a major spike at the point
of the scan commencement (segments 400-700). Unlike the DCA upon applicati of a trendline, it
appears that the response to the scan is not sustained as three peaks areident, as opposed to
the single peak shown with the DCA. Also, the SOM produces high coe dent values for the refox
process, suggesting that discrimination between active anomalous and e normal processes can not
be completely achieved by either algorithm.

The graphs produced forz=18,000 and 180,000 are shown in Figures 28 and 29 respectively. As
with the PN results, the response to the nmap decreases as the valugf z increases. This is evident
from both graphs and in Table 11. Unlike the DCA, which produced MCAVs for nmap which are
consistently higher than with refox (Figure 23), with the SOM resu Its both the nmap and refox
coe cients decrease at a similar rate, as exempli ed in Figure 29. Staistical analysis is presented to
verify these observations in the next section.
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Fig. 24 PN results for all three processes using the SOM. The size of the output segments ¢) is 1,800. This
data represents an average MBMU derived from across the ten runs performed. The trendlines represent moving
averages per process of interest across 50 data points.
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Fig. 25 PN results for all three processes using the SOM. The size of the output segments ¢) is 18,000.
This data represents an average MBMU derived from across the ten runs performed. The trendlines represent
moving averages per process of interest across 20 data points.

Table 11 The results for both active (AN) and passive (PN) normal data sets for the SO M with a segment
size ofz = 1,800,000.

Segment Num | PN Nmap | AN Nmap | AN Firefox

0 0.293 0.078 0.028
1 0.135 0.016 0.013
2 - 0.003 0.011
3 - - 0.005
4 - - 0.002
5 - - 0.001

6 Discussion: Analysis and Comparison
6.1 Null Hypothesis H1: Antigen segments
Performance of Mann-Whitney tests (an unpaired rank-based statistial test for non-parametric data [31])

comparing the results are presented in Figure 20 with the other antiga segment sizes. The results of
this analysis are shown in Table 12, which assesses the rejection of hhipothesis H1. As indicated, in
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Fig. 26 PN results for all three processes using the SOM. The size of the output segments ¢) is 180,000.
This data represents an average MBMU derived from across the ten runs performed. The trendlines represent
moving averages per process of interest across ten data points.
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Fig. 27 AN results for all three processes using the SOM. The size of the output segments ) is 1,800.
This data represents an average MBMU derived from across the ten runs performed. The trendlines represent
moving averages per process of interest across 50 data points.

three out of the four tested cases, the data series are signi cantly derent. This indicates that z does
have an in uence on the results of the DCA. Some further work with this concept may prove fruitful,
especially if dynamic antigen segment sizes are used, linked to ptess activity. The demonstration of
statistical signi cance implies that null hypothesis H1 can be rejeded.

As the data is not normally distributed for either algorithm, Mann-Whit ney tests are performed
on the results of the SOM, comparing the results 0fz=1,800 with all other results for the AN nmap
process. The resultant p-values are presented in Table 13. Theseswts show that the modi cation of
Z produces a statistically signi cant e ect on the resultant anomaly val ues. Therefore, null hypothesis
H1 is also rejected for the SOM in addition to its rejection producedby the DCA.

6.2 Null Hypothesis H2: Head to Head Comparison

To assess H2, the results produced by the DCA and SOM are compared statically for one selected
antigen segment size. For this purpose DCAz=1,000 and SOM z=18,000 are used as they contain
approximately a similar number of segments for both nmap and refox. Asthese data are not normally
distributed (con rmed by the application of the Shapiro-Wilk test) and do not form exact pairs, a one-
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Fig. 28 AN results for all three processes using the SOM. The size of the output segments ) is 18,000.
This data represents an average MBMU derived from across the ten runs performed. The trendlines represent
moving averages per process of interest across 20 data points.
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Fig. 29 AN results for all three processes using the SOM. The size of the output segments ) is 180,000.
This data represents an average MBMU derived from across the ten runs performed. The trendlines represent
moving averages per process of interest across ten data points.

Table 12 The results of the Mann-Whitney test comparing the results of z=100 to the results of z=1,000,
z=10,000 and z=100,000. A con dence interval of 95 % is used and data which are statisti cally signi cantly
di erent are marked with an asterisk.

z p-value
1,000 <0.0001*
10,000 0.358
100,000 | < 0.0001*

sided unpaired Mann-Whitney test is used to perform this compari®n. As the sample size is in excess
of 300 datapoints, a 99% con dence interval is deemed appropriate for this agssment.

The results of this comparison for the refox process yields a p-vale of 0.02, which at the given
con dence interval implies that the two sets of results are not statistically signi cant. This implies
that the algorithms produce similar results for active normal procesgs. For the refox process, null
hypothesis H2 cannot be rejected under these particular circumstares with these given data sets.

Upon performance of the same statistical test, the nmap process prodes a p-value of 0.002,
which shows that the two algorithms produce statistically signi cant di erences in the detection of the
scan process. To assess which system produces thetter performance, an additional two-sided Mann-
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Table 13 The results of the Mann-Whitney test comparing the SOM results of z=1,800 to the results of
z=18,000, z=180,000 and z=1,800,000. A con dence interval of 95 % is used and data which are statistically
signi cantly di erent are marked with an asterisk.

z | p-value

18,000 <0.0001*
180,000 | < 0.0001*
1,800,000 | < 0.0001*

Whitney is performed. The results of this test show that the DCA has the improved performance,
producing a p-value of 0.0001. Therefore null hypothesis H2 can be rejemd for the nmap process and
that the DCA shows the better performance on this occasion.

6.3 Baseline

To validate both sets of results and to ensure that both performances arémproved over a baseline,
a k-means classi er is applied to the signal data. The classi er used blongs to the WEKA suite [65].

In this test 52% of the signals were classed as belonging to one class veh#l8% to another class. This
implies that the necessary discrimination cannot be achieved throughclassi cation on the basis of
signals alone. This also shows that this data is non-trivial to classifyand adds value to the results
produced for both the SOM and DCA.

6.4 Conjecture

We have validated the use of the DCA as a serious competitor for anomaly dettion applications.
Until this comparison we were still uncertain as to the quality of resuts produced by the DCA. This
comparison with the traditional SOM has shown that the DCA shows great promise as a successful AlIS
algorithm. The performance produced by the DCA shows that the algorithm is capable of performing
at a level comparable to a standard technique.

It is interesting that the results for the refox process are not statistically di erent for both algo-
rithms, yet di erences are evident for the nmap process. This mg be attributed to the method by
which the signals are processed. In the DCA, signals are assigned weiglon a per-category basis. In
the SOM, all signals carry equal weight. Perhaps the fact that the DCA uses heavy weighting for both
PAMP and danger signals is responsible for the improved rate of nmap detdion.

Alternatively, the correlation between antigen and signal occurs withn the DCA but is performed
explicitly during the normalisation stage with the SOM. This activ ity-dependent association produced
by the DCA may mean that for the duration of the scan, the coupling between the signals and antigen
for the nmap process is tighter. This could be due to the fact that theamount of processed antigen is
increased. As noted by Oatest al [57] the increased DC migration rate may result in greater volumes
of processed antigen. This may result in a tighter coupling betwee antigen and signals during periods
of high activity and high signal levels. A theoretical analysis, outside ofthe scope of this paper, is
necessary to con rm the coupling mechanism and may provide insighas to the cause and nature of
this e ect plus the further reaching consequences of applicabity of the DCA.

7 Conclusions

In this paper we have compared two biologically inspired algorithms, the immune-inspired DCA and
the neurological-inspired SOM when applied to the detection of a SYNport scan. Two constructed
data sets are produced for this purpose consisting of 13 million data @éms to classify. Each algorithm
was successful at performing anomaly detection, with the number of angen, z, used per classi cation
step varied. It is shown that both algorithms are sensitive to changesn z. A direct comparison between
the SOM and DCA is provided. For the normal processes, both algorithmgperformed equally well, with
the DCA producing a signi cantly improved performance at detecting the anomalous process. As a
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result, the DCA is shown to be a competitive anomaly detection algoribhm. As further work, the DCA
will be applied experimentally to other large data sets, includingfurther benchmarking with computer
security data and applications potentially including large-scale datawhich requires correlation, such
as data derived from radio telescopes. In addition a theoretical analyis of the DCA is required to
fully understand the nature of this relatively novel algorithm and to be able to assess future successful
applications.
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